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Preface

This book is intended for use by OTRS administrators. It also serves as a good reference for
OTRS newbies.

The following chapters describe the installation, configuration and administration of the OTRS
software. The first third of the text describes key functionality of the software, while the
remainder serves as a reference to the full set of configurable parameters.

This book continues to be a work in progress, given a moving target on new releases. We
need your feedback in order to make this a high quality reference document, one that is
usable, accurate and complete. Please write to us if you find content missing in this book,
if things are not explained well enough or even if you see spelling mistakes, grammatical
errors or typos. Any kind of feedback is highly appreciated and should be made via our bug
tracking system on http://bugs.otrs.org. Thanks in advance for your contributions!
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Chapter 1. Trouble Ticket Systems - The Basics

This chapter offers a brief introduction to trouble ticket systems, along with explaining the
core concept of a trouble ticket. A quick example demonstrates the advantages of using such
a system.

1. What is a trouble ticket system, and why do you need one?

The following example describes what a trouble ticket system is, and how you might benefit
from using such a system at your company.

Let's imagine that Max is a manufacturer of video recorders. Max receives many mails from
customers needing help with the devices. Some days, he is unable to respond promptly or
even acknowledge the mails. Some customers get impatient and write a second mail with
the same question. All mails containing support requests are stored in a single inbox file. The
requests are not sorted, and Max answers the mails using a regular email program.

Since Max cannot reply fast enough to all the messages, he is assisted by the developers Joe
and John in this. Joe and John use the same mail system, accessing the same inbox file. They
don't know that Max often gets two identical requests from a desperate customer. Sometimes
they both end up responding separately to the same request, with the customer receiving
two different answers. Further, Max is unaware of the details of their responses. He is also
unaware of the details of customer problems and their resolution, such as which problems
occur with high frequency, or how much time and money he has to spend on customer
support.

At a meeting, a colleague tells Max about trouble ticket systems and how they can solve Max's
problems with customer support. After looking for information on the Internet, Max decides
to install the Open Ticket Request System (OTRS) on a computer that is accessible from the
web by both his customers and his employees. Now, the customer requests are no longer
sent to Max's private inbox but to the mail account that is used for OTRS. The ticket system
is connected to this mailbox and saves all requests in its database. For every new request,
the system generates an auto-answer and sends it to the customer so that the customer
knows that his request has arrived and will be answered soon. OTRS generates an explicit
reference, the ticket number, for every single request. Customers are now happy because
they receive an acknowledgement to their requests and it is not necessary to send a second
message with the same question. Max, John and Joe can now login into OTRS with a simple
web browser and answer the requests. Since the system locks a ticket that is answered, no
message is edited twice.

Let's imagine that Mr. Smith makes a request to Max's company, and his message is
processed by OTRS. John gives a brief reply to his question. But Mr. Smith has a follow-up
question, which he posts via a reply to John's mail. Since John is busy, Max now answers
Mr. Smith's message. The history function of OTRS allows Max to see the full sequence of
communications on this request, and he responds with a more detailed reply. Mr. Smith does
not know that multiple service representatives were involved in resolving his request, and
he is happy with the details that arrived in Max's last reply.

Of course, this is only a short preview of the possibilities and features of trouble ticket
systems. But if your company has to attend to a high volume of customer requests through
mails and phone calls, and if different service representatives need to respond at different
times, a ticket system can be of great help. It can help streamline work flow processes,
add efficiencies and improve your overall productivity. A ticket system helps you to flexibly
structure your Support or Help Desk environment. Communications between customers and
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service staff become more transparent. The net result is an increase in service effectiveness.
And no doubt, satisifed customers will translate into better financial results for your company.

2. What is a trouble ticket?

A trouble ticket is similar to a medical report created for a hospital patient. When a patient
first visits the hospital, a medical report is created to hold all necessary personal and medical
information on him. Over multiple visits, as he is attended to by the same or additional
doctors, the attending doctor updates the report by adding new information on the patient's
health and the ongoing treatment. This allows any other doctors or the nursing staff to get
a complete picture on the case at hand. When the patient recovers and leaves the hospital,
all information from the medical report is archived and the report is closed.

Trouble ticket systems such as OTRS handle trouble tickets like normal email. The messages
are saved in the system. When a customer sends a request, a new ticket is generated by
the system which is comparable to a new medical report being created. The response to
this new ticket is comparable to a doctor's entry in the medical report. A ticket is closed if
an answer is sent back to the customer, or if the ticket is separately closed by the system.
If a customer responds again on an already closed ticket, the ticket is reopened with the
new information added. Every ticket is stored and archived with complete information. Since
tickets are handled like normal emails, attachments and contextual annotations will be stored
too with every email. Also, information on relevant dates, employees involved, working time
needed for ticket resolution etc. are also saved. At any later stage, tickets can be sorted, and it
is possible to search through and analyze all information using different filtering mechanisms.
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Chapter 2. OTRS Help Desk

This chapter describes the features of OTRS Help Desk (OTRS). You will find information about
the hardware and software requirements for OTRS. Additionally, this chapter tells you how to
get commercial support for OTRS, should you require it, and how to contact the community.

1. Basics

OTRS Help Desk (OTRS) is a web application which is installed on a web server and can be
used with a web browser.

OTRS is separated into several components. The basic component is the OTRS framework
that contains all central functions for the application and the ticket system. Via the web
interface of the OTRS framework, it is possible to install additional applications such as ITSM
modules, integrations with Network Monitoring solutions, a knowledge base (FAQ), et cetera.

2. Features

OTRS has many features. The following list gives an overview of the features included in the
central framework.

The features of OTRS

* Web interface:

Easy and initial handling with any modern web browser, even with mobile phones or
other mobile computers.

A web interface to administer the system via the web is available.

A web interface to handle customer requests by employees/agents via the web is
integrated.

A web interface for customers is available to write new tickets, check the state and
answer old tickets and search through their own tickets.

The web interface can be customized with different themes; own themes can be
integrated.

Support for many languages.
The appearance of output templates can be customized (dtl).

Mails from and into the system can contain multiple attachments.

e Mail interface:

Support for mail attachments (MIME support).

Automatic conversion of HTML into plain text messages (more security for dangerous
content and enables faster searching).

Mail can be filtered with the X-OTRS headers of the system or via mail addresses, e.g.
for spam messages.

PGP support, creation and import of own keys, signing and encrypting outgoing mail,
signed and encrypted messages can be displayed.
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* Support for viewing and encrypting S/MIME messages, handling of S/MIME certificates.
¢ Auto answers for customers, configurable for every queue.
¢ Email notifications for agents about new tickets, follow-ups or unlocked tickets.
* Follow-ups by references or In-Reply-To header entries.
* Tickets:
* Expanded queue view, fast overview of new requests in a queue.
* Tickets can be locked.
* Creation of own auto answer templates.
* Creation of own auto responders, configurable for every queue.

 Ticket history, overview of all events for a ticket (changes of ticket states, replies, notes,
etc.).

* Print view for tickets.
* Adding own (internal or external) notes to a ticket (text and attachments).
* Ticket zooming.
» Access control lists for tickets can be defined.
* Forwarding or bouncing tickets to other mail addresses.
* Moving tickets between queues.
* Changing/setting the priority of a ticket.
* The working time for every ticket can be counted.
* Up-coming tasks for a ticket can be defined (pending features).
* Bulk actions on tickets are possible.
¢ Automatic and timed actions on tickets are possible with the "GenericAgent".
* Full text search on all tickets is possible.
* System:

¢ OTRS runs on many operating systems (Linux, Solaris, AlX, FreeBSD, OpenBSD, Mac OS
10.x, Microsoft Windows).

* ASP support (active service providing).

* Linking several objects is possible, e.g. tickets and FAQ entries.

Integration of external back-ends for the customer data, e.g. via AD, eDirectory or
OpenLDAP.

* Setting up an own ticket identifier, e.g. Call#, Ticket# or Request#.
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* The integration of your own ticket counter is possible.

e Support of several database systems for the central OTRS back-end, e.g. MySQL,
PostgreSQL, Oracle, MSSQL).

* Framework to create stats.

o utf-8 support for the front- and back-end.

* Authentication for customers via database, LDAP, HTTPAuth or Radius.
e Support of user accounts, user groups and roles.

e Support of different access levels for several systems components or queues.
* Integration of standard answer texts.

¢ Support of sub queues.

« Different salutations and signatures can be defined for every queue.

* Email notifications for admins.

* Information on updates via mail or the web interface.

» Escalation for tickets.

e Support for different time zones.

* Simple integration of own add-ons or applications with the OTRS API.

¢ Simple creation of own front-ends, e.g. for X11, console.

2.1. New features of OTRS 3.1
2.1.1. GENERIC INTERFACE - A Web Service Framework

Gl is a flexible framework to allow web service interconnections of OTRS with third party
applications.

OTRS can act in both ways - as a provider (server, requested from remote) or requester
(client, requesting remotely).

Simple web service connections can be created without programming by configuring the
Generic Interface.

Complex scenarios can be realized by plugging in custom OTRS extensions that add perl
code to the Gl infrastructure on different architectural layers.

Connectors expose parts of OTRS to Generic Interface web services.For example, a ticket
connector exposes the ticket create/update function, so that they can be used in a web
service regardless which network transport is used.

A scheduler daemon process supports asynchronous event handling. This is useful to
asynchronously start web service requests from OTRS to another system, after the agents
request has been answered (e.g. when a ticket has been created). Otherwise, it might block
the response, resulting in increased response times for the agent.
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With the Generic Interface new web services can be configured easily by using existing OTRS
modules, without additional code. They can be combined to create a new web service. When
configuring a new web service connection, the administrator has to add:

* A new web service in the admin GUI
* The basic meta data (Transport type (SOAP), URL etc.) and

» Existing operations (part of a connector) and specify for each operation how the data must
be mapped (inbound and outbound)

A Generic Interface Debugger will help the OTRS administrator to check how requests are
coming in and how they are handled through the different layers.

2.1.1.1. Current Features

* Network transports: SOAP/HTTP. Others like REST and JSON are scheduled to be added in
the future depending on customers demand.

Configurable data mapping Graphical User Interface for key/value transformations with
respect to incoming and outgoing data.

Graphical debugger to check the configuration and flow of information of configured web
services.

* A ticket connector allowing the use of OTRS as a web service for ticket handling.
2.1.1.2. Future Features

* Additional network transports (REST, JSON).

» The GI will replace the iPhoneHandle as the backend for mobile apps.

» Additional connectors will be added to provide more parts of OTRS for use with web services
(e.g. to allow the creation, update or deletion of agents, users, services or Cls).

2.1.2. DYNAMIC FIELDS

The DynamicFields Feature replaces the existing ticket and article FreeText and FreeTime
fields with a dynamic structure that will also allow to create custom forms in OTRS.

* An unlimited amount of fields can be configured using an own graphical user interface for
administration.

* The fields can have different types that can be used for both, tickets and articles. Available
by default are:

¢ Text

Multiline text
¢ Checkbox

¢ Dropdown

Multi-select

¢ Date
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e Date and time

* New custom field types (e.g. custom field type dropdown with an external data source) can
be added with small effort as the fields are created in a modular, pluggable way.

» A future scenario is, that DynamicFields can be used for objects other than tickets or in
custom modules. For example, a custom module adding objects to handle "orders" in OTRS
could use the DynamicFields to attach properties/data to these orders.

* A database update script will transform historic FreeText fields and related configuration
settings into the new structure.

2.1.3. TICKET MANAGEMENT IMPROVEMENTS
2.1.3.1. Ticket creation improved

* Multiple email addresses can now be specified as 'To:', 'CC:' or 'BCC:' when creating a new
phone or email ticket.

2.1.3.2. Inbound phone call support

* Inbound phone calls can now be registered within an existing tickets (until now, only
outbound calls were registered).

2.1.3.3. Ticket overview preview improved

* It is now possible to exclude articles of certain sender types (e.g. articles from internal
agents) in the SysConfig from being displayed in the overview preview mode.

* A certain article type can be configured which will display articles of that type as expanded
by default when the view is accessed.

2.1.3.4. Ticket move improved

* The screen shown after moving a ticket is now configurable. Options are the ticket zoom
view (LastScreenView) or the ticket list (LastScreenOverview).

2.1.3.5. Bulk action improved

* With the new bulk action, outbound emails can now be sent from multiple tickets at the
same time. As tickets can have different queues, and these queues each can have different
templates, salutations and signatures, these are not used in the Bulk Action email.

* An additional bulk action allows configuring the ticket type for selected tickets.

2.1.3.6. Configurable Reject Sender Email Address

* The feature allows configuring an email address instead of the administrator address to
reject the creation of new tickets by email. This feature can be used in all cases where
customers are not allowed to create new tickets by email.

2.1.4. PROCESS AUTOMATION
2.1.4.1. Escalation events added

* OTRS will now create events for each of the available escalation types (response, update
and resolution). This allows performing actions (such as notifications) before the escalation
occurs, in the moment it occurs and in the moment that the escalation ends.
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2.1.4.2. Notification mechanism improved

* A new generic agent notification module allows the OTRS administrator to define messages
that will be shown in the agent web front-end when agents log into the system.

2.1.4.3. Time calculation improved

* All kind of times are from now on calculated by and based on the application server only
solving the issues that were caused by variances between the clock times of application
and data base servers.

2.1.4.4. GenericAgent improved
* The GenericAgent can now filter for tickets change time.
* In addition, the GenericAgent can set the ticket responsible for matched tickets.

2.1.5. USER INTERFACE, RICH TEXT EDITOR, CHARSET
2.1.5.1. User interface performance improved

* The speed for rendering and article display was improved, thanks to Stelios Gikas
<stelios.gikas@noris.net>!

2.1.5.2. Rich Text Editor Update

* |0S5 support added.

* Block quotes can be left with the enter key.

Update from CKEditor 3.4 to CKEditor 3.6, so improvements refer to the releases of CKEditor
3.5 and CKEditor 3.6.

* |E9 support improved.

Resizable dialogs.
2.1.5.3. Unicode Support - Non-UTF-8 Internal Encodings Dropped
* UTF-8 is now the only allowed internal charset of OTRS.

* All language files are now formatted in UTF-8, which simplifies their handling and future
improvements of the translation mechanism.

2.1.6. DATABASE DRIVER SUPPORT
2.1.6.1. PostgreSQL DRIVER compatibility improved
* PostgreSQL 9.1 support added.
* A new legacy driver is now available for PostgreSQL 8.1 or earlier versions.
2.1.6.2. MS SQL DRIVER compatibility improved
* The MS SQL driver now stores binary data in VARBINARY rather than deprecated type TEXT

as well as NVARCHAR to store text strings rather than VARCHAR (for improved Unicode
support).
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2.1.7. MAIL INTEGRATION
2.1.7.1. Mail handling improved

* When connecting to IMAP mail accounts, it is now possible to handle emails from a specific
email folder, other than the INBOX folder.

* OTRS can now also connect to IMAP servers using Transport Layer Security (TLS), useful
for modern restricted environments.

2.2. Top new features of OTRS 3.0

Context

» User Centered redesign of the Graphical User Interface which results in a dramatic shift
from a comprehensive but static to a more powerful and dynamic application using state-
of-the art technologies like Ajax, xHTML and optimized CSS.

New Ticket and Article Indicator

» This new feature has been implemented on both ticket and article level. It allows an agent at
a glance to check for any updates within a ticket or on the article level to check for new and
unread articles. You benefit from increased transparency and decreased response times.

Optimized Fulltext Search

* The new search feature allows you to flexibly customize the way you browse the information
base. Options the new search feature provides range from single search-string searches
to complex multi-string boolean search operations including various operators. You benefit
from fully customizable searches according to your needs.

New Ticket Zoom View

* The redesign based on Ajax technology allows agents to display complex and linked
information structures in real-time while keeping the agents' current working environment.
The agent will benefit from increased orientation and increased workflow efficiency.

Global Ticket Overviews

* Well known from OTRS 2.4 the global ticket overviews have been optimized to achieve
increased inter- activity. Depending on the use case and preferences of your agents they
can easily change the ticket overviews layout according to their special needs. Options are
small, medium and large, each providing a different degree of information details.

Accessibility
* The redesign includes common accessibility standards WCAG and WAI-ARIA which also

allows disabled users to better interact with OTRS Help Desk. The US Rehabilitation Acts
Section 508 has been fulfilled.

New Customer Interface

* The customer web front-end can be integrated to your organizations intranet and is fully
integrated into the redesigned help desk system.
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Archive Feature

* OTRS 3.0 now offers a new archiving feature. With a separated archive you'll benefit from

a reduced time spent for searches and increased display of results.

2.3. New features of OTRS 2.4

Licensing changed to AGPL Version 3

Why AGPL instead of GPL? - AGPL and GPL are identical, with one exception: For software
used in an SaaS environment Copyleft is effective in AGPL - which is not the case when
using GPL. Keeping in mind the growing world of Saas, ((otrs)) wants to ensure that future
developments continue to return to the OTRS community. This is the reason for the switch
to AGPL.

Why v3 instead of v2? - GPL v2 is getting older and has, especially in the USA, various
legal uncertainties. In the opinion of ((otrs)) GPL v3 is keeping the spirit of GPL v2, and
at the same time has been tailored to new needs. ((otrs)) views GPLv3, more specifically
AGPLV3, as being the best balanced Copyleft Open Source License available today, offering
Protection for copyright owners and users and providing the best security under the law.

New Management Dashboard

The need for a system-spanning, next to real-time, and personalized presentation of useful
information led to an integrated Management Dashboard. It is possible to create plug-ins to
display content from individual extensions alongside the standard content. Standard plug-
ins are:

Ticket volume (new & open) from the last 24h, 48h and 72h

Calendar including an overview of upcoming events (escalations, auto-unlocks, etc.)
System-wide overview of ticket distribution within the queues

First Response Time/Solution Time of Queues

Integration of RSS

New Standard Reports

The new reports provided with OTRS 2.4 are:
Created Tickets

Closed Tickets

SLA Analysis

Required working time per customer / per queue
Solution time analysis per customer / per queue

Answer time analysis per customer / per queue

New Master/Slave Ticket Feature

With the Master/Slave Ticket, it is possible to link multiple tickets of a similar nature, and
handle them collectively. As soon as the problem is solved, only the master ticket must be

10
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closed. All other tickets will be closed automatically, and the solution text for the master
ticket will be sent to all customers of slave tickets.

A new link type 'Slave' will be available. All tickets with this Type of link will inherit the
following actions from their Master ticket:

Status change

Email answers

Change in FreeText fields
Notes

Pending time changes
Priority changes

Owner changes

Responsibility changes

New Rich-Text/HTML E-Mail Support (WYSIWYG)

With this feature, it is now possible to write e-mails, notes, and notifications in rich text
format (HTML format). Using a WYSIWYG editor (What You See Is What You Get), it is possible
to comfortably write using formatted text and even include in-line pictures.

New Out-Of-Office Feature

With this new feature it is possible for all users to activate "out-of-office" to notify colleagues
and OTRS of the period of their absence. The out-of-office feature is active for a time frame
set by the user. Activation of this feature has the following effects:

In the lists in which an agent can be selected as owner or responsible (i.e. Ticket creation
or changing ownership), the period of absence and the time till return will be shown behind
the user's name. This will help making the absence of the user more transparent.

If an agent receives a follow-up during a period of absence, the ticket is automatically
unlocked and a notification is sent to all agents in the queue. This allows immediate reaction
to the customer follow-up by another service employee.

New Ticket Overviews and global Bulk Action

Flexibility of presentation within the ticket overview is a must. Based on the "S/M/L" (Small/
Medium/Large) Ticket View every agent has the possibility to change the view for each
type of overview (Queue View, Status View, etc) on-the-fly with a simple mouse click on
the appropriate icon. This allows for the highest possible level of individualization and
adjustment to any operational situation.

Additionally, decentralization of the Bulk Action feature integrated the Bulk Action in all
ticket overviews (Bulk Action allows processing of multiple tickets at a time).

Postmaster Filter recognizes Follow-Ups to internal forwarded
messages

Currently, e-mail replies to forwarded articles arrive in OTRS as email-external. The problem
is that the answers to these forwarded articles can be seen by the customer in the

11
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web- interface. Although it is possible to classify e-mails of an entire domain as email-
internal, this only shifts the problem. Also, such step makes it impossible to properly service
customers in the domain, as the customer would not be able to track tickets in the customer
web-interface any more. With this new feature, e-mail replies can be traced back, and
email- internal or email-external will be set based upon the original Forward-Article type.

Configurable event based notifications

* Until now, a very inflexible notification could be sent to an agents and customers, for
example Agent: New Ticket or Customer: Status Change. In order to make the notification
system more flexible, a complete overhaul was performed on the messaging mechanism.
The new system allows messaging to agents, customers, or a dedicated email address,
based on the event taking place.

With this, it is now possible to just inform the customer when the ticket has been
closed. Or, for example, when a VIP customer creates a ticket, a message can be sent
to a specific address. Events (i.e. TicketCreate, TicketStateUpdate, TicketPriorityUpdate,
ArticleCreate), and all known message variables (i.e. <OTRS_TICKET TicketNumber>
<OTRS _TICKET Priority>), are freely selectable for creating triggered messages via the
web interface.

READ-ONLY Permissions and Notifications with watched Tickets

* In the current release of OTRS it is possible for a user to maintain a Watched Tickets List.
This feature is dealing with tickets marked as "subscribed" by a user. It has the advantage
that users no longer lose track of tickets marked as "sub- scribed", and are able to view
them on an individual list. The "Read-Only" Feature - Up to now, tickets marked as "sub-
scribed" were shown in a list, however, the agent could only actually view them if they were
in a queue for which the agent had read permissions. With the "Read-Only" Feature, agents
subscribed to a ticket always have read permissions on the ticket, even if the ticket is
moved to a queue where the agent has no permissions. "Notify" Feature - Via a personalized
setting, every agent can define whether or not to receive notifications about tickets, just
as the owner and responsible of a ticket would receive. This allows for active tracking of
watched tickets.

Secure SMTP

* OTRS can receive and send mails in multiple ways. All currently available methods for
receiving emails have been implemented within OTRS 2.3 (POP3,POP3S,IMAP,IMAPS). Until
now, there were two options for sending emails: using a local MTA (Sendmail, Postfix, etc.)
or per SMTP. In OTRS 2.4.x, SMTPS (Secure SMTP) has been implemented in order to keep
up to the growing security standards.

3. Hardware and software requirements

OTRS can be installed on many different operating systems. OTRS can run on linux and on
other unix derivates (e.g. OpenBSD or FreeBSD). You can also deploy it on Microsoft Windows.
OTRS does not have excessive hardware requirements. We recommend using a machine with
atleast a 2 GHz Xeon or comparable CPU, 2 GB RAM and a 160 GB hard drive for a small setup.

To run OTRS you'll also need to use a web server and a database server. Apart from that, on
the OTRS machine, you should install perl and/or install some additional perl modules. The
web server and Perl have to be installed on the same machine as OTRS. The database back-
end can be installed locally or on another host.
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For the web server we recommend using the Apache HTTP Server, because its module
mod_perl improves greatly the performance of OTRS. Apart from that, OTRS should run on
any web server that can execute Perl scripts.

You can deploy OTRS on different databases. You can choose between MySQL, PostgreSQL,
Oracle, or Microsoft SQL Server. If you use MySQL you have the advantage that the database
and some system settings can be configured during the installation, through a web front-end.

For Perl, we recommend using at least version 5.8.8. You need some additional modules
which can be installed either with the Perl shell and CPAN or via the package manager of
your operating system (rpm, yast, apt-get).

Software requirements

3.1. Perl support
» Perl 5.8.8 or higher
3.2. Web server support
* Apache2 + mod_perl2 or higher (recommended, mod_perl is really fast!)
* Webserver with CGI support (CGl is not recommended)
* Microsoft Internet Information Server (lIS) 6 or higher
3.3. Database support
* MySQL 4.1 or higher
» PostgreSQL 7.0 or higher (8.2 or higher recommended)
* Oracle 10g or higher
* Microsoft SQL Server 2005 or higher

The section in the manual about installation of Perl modules describes in more detail how
you can set up those which are needed for OTRS.

If you install a binary package of OTRS, which was built for your operating system (rpm,
Windows-Installer), either the package contains all Perl modules needed or the package
manager of your system should take care of the dependencies of the Perl modules needed.

3.4. Web browser support

For the Agent interface of OTRS, you'll be OK if you use a modern browser with JavaScript
support enabled. We support the following browsers:

Internet Explorer 8.0 or higher

Mozilla Firefox 3.6 or higher
* Google Chrome
* Opera 10 or higher

e Safari 4 or higher
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We recommend to always use the latest version of your browser, because it has the best
JavaScript and rendering performance. Dramatical performance varieties between the used
browsers can occur with big data or big systems. We are happy to consult you on that matter.

For the OTRS Customer Interface, in addition to the browsers listed above, you can also use
Internet Explorer versions 6 or 7, and we do not require JavaScript either.

4. Community

OTRS has a large user community. Users and developers discuss about OTRS and interchange
information on related issues through the mailing-lists. You can use the mailing lists to discuss
installation, configuration, usage, localization and development of OTRS. You can report
software bugs in our bug tracking system.

The homepage of the OTRS community is: http://www.otrs.com/open-source/.

5. Professional Services for OTRS

Whether you need help in configuring or customizing OTRS or you want to be on the safe side,
don't hesitate to contact us: We offer a wide range of professional services such as world-wide
enterprise support, consulting and engineering including process design, implementation,
customization, application support, and fully managed service.

Our Service Contracts guarantee instant help and professional support as well as support
assessment and last but not least free access to OTRS Feature Add-ons - useful additional
features for your OTRS.

The OTRS Group offers specific training programs in different countries. You can either
participate in one of our public OTRS Administrator trainings which take place reqgularly, or
benefit from an inhouse training that covers all the specific needs of your company.

14


http://www.otrs.com/open-source/
http://www.otrs.com/en/solutions/service-contracts/
http://www.otrs.com/en/solutions/subscriptions/otrsfeatureadd-ons/
http://www.otrs.com/
http://www.otrs.com/en/solutions/training/

OTRS

Real Services

Chapter 3. Installation

This chapter describes the installation and basic configuration of the central OTRS framework.
It covers information on installing OTRS from source, or with a binary package such as an RPM
or a Windows exectuable.

Topics covered here include configuration of the web and database servers, the interface
between OTRS and the database, the installation of additional Perl modules, setting proper
access rights for OTRS, setting up the cron jobs for OTRS, and some basic settings in the OTRS
configuration files.

Follow the detailed steps in this chapter to install OTRS on your server. You can then use its
web interface to login and administer the system.

1. The simple way - Installation of pre-built packages

You should use pre-built packages to install OTRS, since it is the simplest and most convenient
method. You can find them in the download area at http://www.otrs.org . The following
sections describe the installation of OTRS with a pre-built or binary package on SUSE, Debian
and Microsoft Windows systems. Only if you are unable to use the pre-built packages for
some reason should you follow the manual process.

1.1. Installing the RPM on a SUSE Linux server

This section demonstrates the installation of a pre-built RPM package on a SUSE Linux
distro. We have tested against all recent SLES and openSUSE versions. Before you start the
installation, please have a look at http://www.otrs.com/try/ and check if a newer OTRS RPM
package is available. Always use the latest RPM package.

Install OTRS with yast (yast2) or via the command line and rpm. OTRS needs some Perl
modules which are not installed on a SUSE system by default, and so we recommend using
yast, since it addresses the package dependencies automatically.

If you decide to install OTRS via the command line and rpm, first you have to manually install
the needed Perl modules. Assuming you saved the file otrs.rpm in the directory /tmp, you
can execute the command specified in the following script to install OTRS.

linux:~ # rpm -i /tmp/otrs-xxx.rpm

otrs HHARRHHAAH R H AR R H AR R A AR R R R AR
Check OTRS user (/etc/passwd)... otrs exists.

Next steps:

[SuSEconfig]

Execute 'SuSEconfig' to configure the web server.

[start Apache and MySQL]
Execute 'rcapache2 start' and 'rcmysql start' in case they don't run.

[install the OTRS database]
Use a web browser and open this link:
http://localhost/otrs/installer.pl

[OTRS services]
Start OTRS 'rcotrs start-force' (rcotrs {start|stop|status|restart|start-force|stop-force}).

Have fun!
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Your OTRS Team
http://otrs.org/

linux:~ #

Script: Command to install OTRS.

After the installation of the OTRS RPM package, you have to run SuSEconfig, as shown in
the following script.

linux:~ # SuSEconfig

Starting SuSEconfig, the SuSE Configuration Tool...
Running in full featured mode.

Reading /etc/sysconfig and updating the system...
Executing /sbin/conf.d/SuSEconfig.aaa at first...
Executing /sbin/conf.d/SuSEconfig.apache...
Including /opt/otrs/scripts/apache-httpd.include.conf
Executing /sbin/conf.d/SuSEconfig.bootsplash...
Executing /sbin/conf.d/SuSEconfig.doublecheck. ..
Executing /sbin/conf.d/SuSEconfig.guile...
Executing /sbin/conf.d/SuSEconfig.hostname. ..
Executing /sbin/conf.d/SuSEconfig.ispell...
Executing /sbin/conf.d/SuSEconfig.perl...

Executing /sbin/conf.d/SuSEconfig.permissions...
Executing /sbin/conf.d/SuSEconfig.postfix...
Setting up postfix local as MDA...

Setting SPAM protection to "off"...

Executing /sbin/conf.d/SuSEconfig.profiles...
Finished.

linux:~ #

Script: Running the SuSEconfig command.

The OTRS installation is done. Restart your web server to load the OTRS specific changes in
its configuration, as shown in the script below.

linux:~ # rcapache2 restart

Shutting down httpd done
Starting httpd [ PERL ] done
linux:~ #

Script: Restarting the web server.

The next step is to setup the OTRS database, as described at section 3.2.4.
1.2. Installing OTRS on a Debian or Ubuntu system

Important

Please install OTRS from source, and do not use the OTRS packages that Debian/
Ubuntu provides.

The installation of required Perl modules is easier if you use the available packages:

apt-get install libapache2-mod-perl2 libdbd-mysql-perl libtimedate-perl libnet-dns-perl \
libnet-ldap-perl libio-socket-ssl-perl libpdf-api2-perl libdbd-mysql-perl libsoap-lite-perl

libgd-text-perl libtext-csv-xs-perl libjson-xs-perl libgd-graph-perl libapache-dbi-perl
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1.3. Installing OTRS on Microsoft Windows systems

Installing OTRS on a Microsoft Windows system is very easy. Download the latest installer
for Win32 from http://www.otrs.com/try/ and save the file to your local file system. Then
simply double-click on the file to execute the installer, and follow the few installation steps
to setup the system. After that you will be able to login as OTRS administrator and configure
the system according to your needs. To log in as OTRS administrator use the username
'root@localhost' and the default password 'root".

Warning

Please change the password for the 'root@localhost' account as soon as possible.

Important

The Win32 installer for OTRS contains all needed components for OTRS, i.e. the
Apache web server, the MySQL database server, Perl (with all needed modules) and
Cron for Windows. For that reason you should only install OTRS on Windows systems
that don't already have an installation of Apache or another web server, or MySQL.

2. Installation from source (Linux, Unix)

2.1. Preparing the installation from source

If you want to install OTRS from source, first download the source archive as .tar.gz, .tar.bz2,
or .zip file from http://www.otrs.com/try/

Unpack the archive (for example, using tar) into the directory /opt, and rename the directory
from otrs-3.1.x to otrs (see Script below).

linux:/opt# tar xf /tmp/otrs-3.1.tar.gz
linux:/opt# mv otrs-3.1 otrs
linux:/opt# 1s

otrs

linux:/opt#

Script: First steps to install OTRS.

OTRS should NOT be run with root rights. You should add a new user for OTRS as the next
step. The home directory of this new user should be /opt/otrs. If your web server is not
running with the same user rights as the new 'otrs' user, which is the case on most systems,
you have to add the new 'otrs' user to the group of the web server user (see Script below).

linux:/opt# useradd -r -d /opt/otrs/ -c 'OTRS user' otrs
linux:/opt# usermod -G nogroup otrs
linux:/opt#

Script: Adding a new user 'otrs', and adding it to a group.

Next, you have to copy some sample configuration files. The system will later use the copied
files. The files are located in /opt/otrs/Kernel and /opt/otrs/Kernel/Config and have
the suffix .dist (see Script below).

linux:/opt# cd otrs/Kernel/
linux:/opt/otrs/Kernel# cp Config.pm.dist Config.pm
linux:/opt/otrs/Kernel# cd Config
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[Linux:/opt/otrs/Kernel/Config# cp GenericAgent.pm.dist GenericAgent.pm |

Script: Copying some sample files.

The last step to prepare the installation of OTRS is to set the proper access rights for the files.
You can use the script otrs.SetPermissions.pl, which is located in the bin directory, in the
home directory of the 'otrs' user. You can execute the script with the following parameters:

otrs.SetPermissions.pl {Home directory of the OTRS user} { --otrs-user=0TRS user}
{ --web-user=Web server user} [ --otrs-group= Group of the OTRS user][ --web-group=
Group of the web server user]

If your web server is running with the same user rights as user 'otrs', the command
to set the proper access rights is otrs.SetPermissions.pl /opt/otrs --otrs-user=otrs
--web-user=otrs. On SUSE systems the web server is running with the user rights of
'wwwrun'. On Debian-based systems this is 'www-data'. You would use the command
otrs.SetPermissions.pl /opt/otrs --otrs-user=otrs --web-user=wwwrun --otrs-
group=nogroup --web-group=www to set the proper access rights.

2.2. Installation of Perl modules

OTRS needs some additional Perl modules, as described in Table 3-1. If you install OTRS from
source, you will have to install these modules manually. This can be done either with the
package manager of your Linux distribution (yast, apt-get) or, as described in this section,
through the Perl shell and CPAN. If you're using ActiveState Perl, for instance on Windows,
you could use PPM, the built-in Perl Package Manager. We recommend using your package
manager if possible.

Table 3.1. Needed Perl modules for OTRS

Name Description

DBI Establishes a connection to the database
back-end.

DBD::mysql Contains special functions to connect to the

MySQL database back-end (only required if
MySQL is used).

DBD::pg Contains special functions to connect to the
PostgreSQL database back-end (only required
if PostgreSQL is used).

Digest::MD5 Allows the use of the md5 algorithm.

CSS::Minifier Minifies a CSS file and writes the output
directly to another file.

Crypt::PasswdMD5 Provides interoperable MD5-based crypt
functions.

MIME::Base64 Encodes / decodes Base64 strings, e.g. for
mail attachments.

JavaScript:Minifier Minifies a JavaScript file and writes the output
directly to another file.

Net::DNS Perl interface to the domain name system.

LWP::UserAgent Processes HTTP requests.

Net::LDAP Perl interface to a LDAP directory (only

required if an LDAP back-end is used).
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Name Description

GD Interface to the GD graphics library (only
required if the OTRS stats module is used).

GD::Text, GD::Graph, GD::Graph::lines,|Some more text and graphic tools for the GD

GD::Text::Align graphics library (only required if the OTRS

stats module is used).

PDF::API2, Compress::Zlib

Needed to generate the PDF output for
reports, search results and for the ticket print
view.

You can verify which modules you need to install with otrs.CheckModules.pl. This script is

located in the bin directory, in the home direc

Please note that some modules are optional.

tory of the 'otrs' user (see Script below).

linux:~# cd /opt/otrs/bin/
linux:/opt/otrs/bin# ./otrs.CheckModules.pl

0 CGI. ..ottt ok (v3.49)
o Crypt::PasswdMD5............... ok (v1.3)
o CSS::Minifier.................. ok (v0.01)
o Date::Format................... ok (v2.24)
o Date::Pcalc.................... ok (v1.2)
O DBI......oiiiiiiii it ok (v1.609)
0 DBD::mysql..........covvvvvnnnnn ok (v4.013)
0 Digest::MD5............ccviunnn ok (v2.36 01)
o Encode::HanExtra............... ok (v0.23)
0 GD..ov e ok (v2.44)
0 GD::Text.....oovviiinnnnnn.. ok (v0.86)
o GD::Graph................... ok (v1.44)
o GD::Graph::lines............ ok (v1.15)
o GD::Text::Align............. ok (v1.18)
0 I0::Scalar...........covvvvvnnnn ok (v2.110)
0 I0::Wrap....oovvvviiiiiinnnnnnn ok (v2.110)
o JavaScript::Minifier........... ok (v1.05)
0 JSON. ..ottt e ns ok (v2.21)
0 JSON::PP........oovininnnn.. ok (v2.27003)
0 JSON::XS. .. oviviiiniennn Not installed! (Optional - Install it for faster AJAX/
JavaScript handling.)
o LWP::UserAgent................. ok (v5.829)
0 Mail::Internet................. ok (v2.06)
0 Mail::POP3Client............... ok (v2.18 )
o I0::Socket::SSL............. ok (v1.31)
0 MIME::Baseb4...........ccvvunnn ok (v3.07 01)
0 MIME::ToOlS.......oviiuennnnnn ok (v5.428)
0 Net::DNS............coivinnnn ok (v0.65)
0 Net::POP3..............ccvvunnn ok (v2.29)
0 Net::IMAP::Simple.............. ok (v1.1916)
o Net::IMAP::Simple::SSL...... ok (v1.3)
0 Net::SMTP...........ccvvvnnnn ok (v2.31)
o Authen::SASL................ ok (v2.15)
0 Net::SMTP::SSL.............. ok (v1.01)
0 Net::LDAP...........iiivnnnnn ok (v0.4001)
0 PDF::API2.........ciivininnnnn. ok (v0.73)
o Compress::Zlib.............. ok (v2.008)
0 SOAP::Lite.......ovviinnnnnnn ok (v0.712)
0 Text::CSV.....ovviiiiiiinnnn ok (v1.18)
o Text::CSV PP................ ok (v1.26)

o Text::CSV_XS

CSV handling.)
o XML::Parser
linux:/opt/otrs/bin#

ok (v2.36)

Not installed!

(Optional - Optional, install it for faster

19




OTRS

Real Services

Script: Checking needed modules.

You should strive to install the missing modules from your Linux distribution's package
management system. In that way, the packages will be automatically updated when new
versions are available or when security issues are found. Please refer to your distribution's
documentation on how to install additional packages. If the (correct version of) the
module is not available from the package repositories, you can also install from CPAN, the
Comprehensive Perl Archive Network.

To install one of the modules from above via CPAN, you have to execute the command perl -e
shell -MCPAN. The Perl shell will be started in interactive mode and the CPAN module will be
loaded. If CPAN is already configured, you can install the modules with the command install
followed by the name of the module. CPAN takes care of the dependencies of a module to
other Perl modules and will let you know if other modules are needed.

Execute also the commands perl -cw bin/cgi-bin/index.plperl -cw bin/cgi-bin/
customer.pl and perl -cw bin/otrs.PostMaster.pl after changing into the directory /opt/
otrs. If the output of both commands is "syntax OK", your Perl is properly set up (see Script
below).

linux:~# cd /opt/otrs

linux:/opt/otrs# perl -cw bin/cgi-bin/index.pl
cgi-bin/installer.pl syntax OK

linux:/opt/otrs# perl -cw bin/cgi-bin/customer.pl
cgi-bin/customer.pl syntax OK

linux:/opt/otrs# perl -cw bin/otrs.PostMaster.pl
bin/otrs.PostMaster.pl syntax OK
linux:/opt/otrs#

Script: Syntax check.

2.3. Configuring the Apache web server

This section describes the basic configuration of the Apache web server with mod_cgi for
OTRS. The web server should be able to execute CGI scripts. OTRS won't work if the Perl
scripts cannot be parsed. Check the configuration files of your web server, and search for
the line that loads the CGI module. If you see something like the following, the CGl module
should already be in use.

LoadModule cgi_module /usr/lib/apache2/modules/mod_cgi.so

To access the web interface of OTRS conveniently via a short address, Alias and ScriptAlias
entries are needed. Most Apache installations have a conf.d directory included. On Linux
systems you can find this directory very often under /etc/apache or /etc/apache2. Log
in as root, change to the conf.d directory and copy the appropriate template in /opt/
otrs/scripts/apache2-httpd.include.conf to a file called otrs.conf in the Apache
configuration directory.

Restart your web server to load the new configuration settings. On most systems you can
start/restart your web server with the command /etc/init.d/apache2 restart (see Script
below).

linux:/etc/apache2/conf.d# /etc/init.d/apache2 restart
Forcing reload of web server: Apache2.
linux:/etc/apache2/conf.d#

Script: Restarting the web server.
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Now your web server should be configured for OTRS.

If you choose to increase performance and you can install mod_perl, then you can leave
mod_cgi off, and configure the Apache web server for use with mod_perl, in the following
manner:

Please ensure that mod_perlis installed and loaded, in order to take advantage of this feature.
Due to the nature of the start-up script, your server will not fail to start if mod_perl is not
properly loaded or compiled in your apache web server, unless mod_cgi is also on. Technically
speaking you can leave mod_cgi on as well, but you should not.

Search your /etc/apache* directory for mod_perl.so (see Script below) to see if the module
is already loaded.

| #:/ grep -Rn mod_perl.so /etc/apache* \

Script: Searching for mod_perl.

When you use the appropriate start script listed above and the module is loaded, the script
(when commented in) /opt/otrs/scripts/apache2-perl-startup.pl can be used to load the perl
modules into memory one time, saving on load times and increasing performance.

2.4. Configuring the database
2.4.1. The simple way - Using the web installer (works only with MySQL)

If you use MySQL as the database back-end, you can use the OTRS web installer: http:/
localhost/otrs/installer.pl .

When the web installer starts, please follow the next steps to setup your system:

1. Check out the information about the OTRS offices and click on next to continue (see Figure
below).

Simulate RTL

Welcome to OTRS

OTRS AG OTRS Inc.
Norsk-Data-Str. 1 19925 Stevens Creek Bivd,
61352 Bad Homburg Cupertino, CA 95014-2358
German ¥ usa
Phone: Phane:

= - +49(0) 942156818 == - +1(408) 7257501 &
Fax +49 (0) 942156818 18 Fax +1 (408) 725 8885
Web: Web:
Info; Info:

Next

Figure: Welcome screen.

2. Read the GNU Affero General Public License (see Figure below) and accept it, by clicking
the corresponding button at the bottom of the page.
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Simulate RTL

O

G ATPERO GENERAL EUBLIC LICENSE
Version 3, 19 November 201

License (1/4)

T

»

[

Copyright (C) 2007 Free Software Foundation, Inc. <http://f
‘veryone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed

Preazble

The GNU Affero General Public License is a free, copyleft license for
software and other kinds of works, specifically designed to ensure
cooperation with the commumity in the case of network server software

The licenses for most software and other practical works are designed
to take away your freedom to share and change the works. By contrast,
our General Public Licenses are intended to guarantee your freedom to
share and change all versions of a program—-to make sure it remains free
software for all its users

Whe we spesk of free softuare, we are sefersing to freedom ot
ra

want it, that you can change the software or use pieces of it in new
free programs,” and that you know you can do these things

Developers chat use our General Public Licenses protect your rights
with two steps: (1) assert copyright on the software, and offer
vou this License which gives you legal permission to copy, discribute
and/or modify the software

R secondary benefit of defending all users' freedom is that

Figure: GNU Affero General Public License.
3. Provide the username and password of the administrator, the DNS name of the computer

which hosts OTRS and the type of database system to be used. After that, check the settings
(see Figure below).

Simulate RTL

®-@-

Create Database (2/4)

Check database settings

Top of page Y

Figure: Database initial settings.

You will be notified if the check was successful. Press OK to continue (see Figure below).
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Simulate RTL

Create
The page at hitp://102-168.56.101 says: ==

§.  Database check successful.
LIN

nstaller. if

stems

Check database setiings

Top of page [

Figure: Notification for successful check.

4. Create a new database user, choose a name for the database and click on 'Next' (see
Figure below).

Warning

It is never a good idea to use default passwords. Please change the default password
for the OTRS database!

Create Database (2/4)

er | root

Database-User (New)

default ot

- Sk localhost
Database

€ atrs

Figure: Database settings.

If the database and its user were successfully created, you will get a setup notification, as
shown in Figure. Click 'Next' to go to the next screen.
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Simulate RTL

Create Database (2/4)

< Done.

—==> Database setup successful!

Top of page [Y

Figure: Notification indicating successful database setup.

5. Provide all the required system settings and click on 'Next' (see Figure below).

E
Simulate RTL

System Settings (3/4)

system. Each ticket number and each
s with this number.

FODN: | yourhost example ¢

Full qualified domain name of your system

Example Company

Log
= File - L4
Us
= ftmplotrs.log
Logfile just needed for File-LogModule!

Webfrontend
Defaull lanouage:  English (United States)  ~

Used default language.

Figure: System settings.

6. If you want, you can provide the needed data to configure your inbound and outbound mail,
or skip this step by pressing the right button at the bottom of the screen (see Figure below).
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Simulate RTL

Mail configuration (3/4)

Configure Outbound Mail
SMTP -

Configure Inbound Mail

IMAP  ~

Figure: Mail configuration.

7. Restart the OTRS service now to use the new configuration settings as shown in the script
below.

linux:~ # rcotrs restart-force
Shutting down OTRS

Disable /opt/otrs/bin/otrs.PostMaster.pl ... done.
no crontab for otrs
Shutting down cronjobs ... failed!
Shutting down OTRS (completely)
Shutting down Apache ... done.
Shutting down MySQL ... done.
done
Starting OTRS (completely)
Starting Apache ... done.
Starting MySQL ... done.
Starting OTRS
Checking Apache ... done.
Checking MySQL ... done.
Checking database connect... (It looks Ok!).
Enable /opt/otrs/bin/otrs.PostMaster.pl ... done.
Checking otrs spool dir... done.
Creating cronjobs (source /opt/otrs/var/cron/*) ... done.
-->> http://linux.example.com/otrs/index.pl <<--
done
done

linux:~ #

Script: Restarting the OTRS service.

Congratulations! Now the installation of OTRS is finished and you should be able to work
with the system (see Figure below). To log into the web interface of OTRS, use the address
http://localhost/otrs/index.pl from your web browser. Log in as OTRS administrator, using the
username 'root@localhost' and the password 'root'. After that you can configure the system
for your needs.

Warning

Please change the password for the 'root@localhost' account as soon as possible.
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Simulate RTL

Finished (4/4)

To be able to use OTRS you have to enter the following line in your command fine
(TerminaliShell) as root

semvice hitpd restart

After doing 50 your OTRS is up and running

rost@localnost

root

((enjoy))
Your OTRS Team

Top of page Y

Figure: Final steps to install OTRS.
2.4.2. Installing the OTRS database manually

If you can't use the web installer to setup the OTRS database, you have to set it up manually.
Scripts with the SQL statements to create and configure the database are located in scripts/
database, in the home directory of the 'otrs' user (see Script below).

linux:~# cd /opt/otrs/scripts/database/
linux:/opt/otrs/scripts/database# 1s

otrs-initial insert.db2.sql otrs-schema.mysql.sql
otrs-schema.oracle.sql

otrs-initial insert.mssql.sql otrs-schema-post.db2.sql
otrs-initial insert.mysql.sql otrs-schema.postgresql.sql

otrs-initial insert.oracle.sql
otrs-initial insert.postgresql.sql otrs-schema-post.mssql.sql

otrs-initial insert.xml otrs-schema-post.mysql.sql

otrs-schema.db2.sql otrs-schema-post.oracle.sql
otrs-schema-post.postgresql.sql

otrs-schema.mssql.sql otrs-schema.xml

linux:/opt/otrs/scripts/database#

Script: Files needed to create and configure the database.

To setup the database for the different database back-ends, the .sql files must be processed
in a specific order.

Create the OTRS database manually step by step

1.

Creating the DB: Create the database that you want to use for OTRS, with your database
client or your database interface.

.Creating the tables: With the otrs-schema.DatabaseType.sql files (e.g. otrs-

schema.oracle.sql, otrs-schema.postgresql.sqgl) you can create the tables in your
OTRS database.

.Inserting the initial system data: OTRS needs some initial system data to work

properly (e.g. the different ticket states, ticket and notification types). Depending on
the type of your database, use one of the files otrs-initial insert.mysql.sql,
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otrs-initial insert.oracle.sql, otrs-initial insert.postgresql.sql or otrs-
initial insert.mssql.sql .

4. Creating references between tables: The last step is to create the references
between the different tables in the OTRS database. Use the otrs-schema-
post.DatabaseType.sql file to create these (e.g. otrs-schema-oracle.post.sql, otrs-
schema-post.postgresql.sql).

After you have finished the database setup, you should check and set proper access rights
for the OTRS database. It should be enough to grant access to one user. Depending on the
database server you are using, setting up the access rights differs, but it should be possible
either with your database client or your graphical database front-end.

If your database and the access rights are configured properly, you have to tell OTRS which
database back-end you want to use and how the ticket system can connect to the database.
Open the file Kernel/Config.pm located in the home directory of the 'otrs' user, and change
the parameters shown in the script below according to your needs.

# DatabaseHost
# (The database host.)
$Self->{'DatabaseHost'} = 'localhost’;

# Database
# (The database name.)
$Self->{Database} = 'otrs';

# DatabaseUser
# (The database user.)
$Self->{DatabaseUser} = 'otrs';

# DatabasePw
# (The password of database user.)
$Self->{DatabasePw} = 'some-pass';

Script: Parameters to be customized.
2.5. Setting up the cron jobs for OTRS
OTRS needs some cron jobs to work properly. The cron jobs should be run with the same

user rights that were specified for the OTRS modules. That means that the cron jobs must
be inserted into the crontab file of the 'otrs' user.

All scripts with the cron jobs are located in var/cron, in the home directory of the 'otrs' user
(see Script below).

linux:~# cd /opt/otrs/var/cron
linux:/opt/otrs/var/cron# 1s

aaa base.dist generic_agent.dist rebuild ticket index.dist
cache.dist pending jobs.dist session.dist
fetchmail.dist postmaster.dist unlock.dist

generic_agent-database.dist postmaster mailbox.dist
linux:/opt/otrs/var/cron#

Script: Files needed to create the cron jobs.

These scripts have a suffix of '.dist'. You should copy them to files with the suffix removed.
If you use bash, you might want to use the command listed in Script below.
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@aaa_base

aaa_base.dist

cache

cache.dist

fetchmail
fetchmail.dist
generic_agent
generic_agent-database

generic_agent-database.dist
generic_agent.dist

pending jobs

pending jobs.dist
postmaster

postmaster.dist

postmaster mailbox
postmaster mailbox.dist

linux:/opt/otrs/var/cron#

linux:/opt/otrs/var/cron# for foo in *.dist; do cp $foo “basename $foo .dist"; done
linux:/opt/otrs/var/cron# 1s

rebuild ticket index
rebuild ticket index.dist
session

session.dist

unlock

unlock.dist

Script: Copying and renaming all the files needed to create the cron jobs.

Table 3-2 describes the different cron jobs.

Table 3.2. Description of several cron job scripts.

Script Function

aaa_base Sets the basics for the crontab of the 'otrs'
user.

cache Removes expired cache entries from disk.
Clears the loader cache for CSS and
JavaScript files.

fetchmail Used only if new mails will be fetched with

fetchmail into the ticket system.

generic_agent

Executes the jobs of the GenericAgent that
are not stored in the database but in own
config files.

generic_agent-database

Executes the jobs of the GenericAgent that
are stored in the database.

pending_jobs

Checks system for pending tickets, and closes
them or sends reminders if needed.

postmaster

Checks the message queue of the ticket
system, and delivers messages that are still
in the queues.

postmaster_mailbox

Fetches the mails from the POP3 accounts
that were specified in the admin area, in the
section for "PostMaster Mail Accounts".

rebuild_ticket_index

Rebuilds the ticket index, which improves the
speed of the QueueView.

session Removes old and no longer needed session
IDs.
unlock Unlocks tickets in the system.

To setup all cron jobs, the script bin/Cron.sh located in the home directory of the 'otrs' user
can be used. When this script is executed, it needs a parameter to specify whether you want
to install, remove or reinstall the cron jobs. The following parameters can be used:

Cron.sh {start} {stop} {restart} [0TRS user]
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Because the cron jobs need to be installed in the crontab file of the 'otrs' user, you need to
be logged in as 'otrs'. If you are logged in as root, you can switch to 'otrs' with the command
su otrs. Execute the commands specified in Script below to install the cron jobs.

Warning

Please note that other crontab entries of the 'otrs' user will be overwritten or removed
by the Cron. sh script. Please change the Cron. sh script to retain other crontab entries
as needed.

linux:/opt/otrs/var/cron# cd /opt/otrs/bin/
linux:/opt/otrs/bin# su otrs

linux:~/bin$ ./Cron.sh start

/opt/otrs/bin

Cron.sh - start/stop OTRS cronjobs

Copyright (C) 2001-2009 OTRS AG, http://otrs.org/
(using /opt/otrs) done

linux:~/bin$ exit

exit

linux:/opt/otrs/bin#

Script: Installing the cron jobs.

The command crontab -l -u otrs, which can be executed as root, shows you the crontab file
of the 'otrs' user, and you can check if all entries are placed correctly (see Script below).

linux:/opt/otrs/bin# crontab -1 -u otrs
7 S
# cron/aaa base - base crontab package

# Copyright (C) 2001-2014 OTRS AG, http://otrs.com/
7 S

# This software comes with ABSOLUTELY NO WARRANTY.
7 S

# Who gets the cron emails?

MAILTO="root@localhost"

cron/cache - delete expired cache

Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete expired cache weekly (Sunday mornings)
0 0 * * @ $HOME/bin/otrs.CacheDelete.pl --expired >> /dev/null
0 0 * * 0 $HOME/bin/otrs.LoaderCache.pl -o delete >> /dev/null

WNH HF HEHEHH

cron/fetchmail - fetchmail cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

fetch every 5 minutes emails via fetchmail
*/5 * * * x /usr/bin/fetchmail -a >> /dev/null

HFHEHEHFHFEHFEHES

cron/generic_agent - otrs.GenericAgent.pl cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.
start generic agent every 20 minutes
/20 * * * * $HOME/bin/GenericAgent.pl >> /dev/null

*HEHFHFEHFHFEHESR
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# example to execute GenericAgent.pl on 23:00 with

# Kernel::Config::GenericAgentMove job file

#0 23 * * * ¢HOME/bin/otrs.GenericAgent.pl -c "Kernel::Config::GenericAgentMove" >> /dev/null
cron/generic_agent - GenericAgent.pl cron of the OTRS

Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

start generic agent every 10 minutes
/10 * * * * $HOME/bin/otrs.GenericAgent.pl -c db >> /dev/null
cron/pending jobs - pending jobs cron of the OTRS

Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.
check every 120 min the pending jobs
5 */2 * * * ¢HOME/bin/otrs.PendingJobs.pl >> /dev/null
cron/postmaster - postmaster cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

check daily the spool directory of OTRS

#10 0 * * * * test -e /etc/init.d/otrs & /etc/init.d/otrs cleanup >> /dev/null; test -e /etc/
rc.d/init.d/otrs && /etc/rc.d/init.d/otrs cleanup >> /dev/null

106 0 * * * $¢HOME/bin/otrs.CleanUp.pl >> /dev/null

EE R EREEREERERENEEEREEEREREEERENREEREEREEEREES

cron/postmaster mailbox - postmaster mailbox cron of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

fetch emails every 10 minutes
/10 * * * * $HOME/bin/otrs.PostMasterMailbox.pl >> /dev/null
cron/rebuild ticket index - rebuild ticket index for OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

just every day
1 01 * * * $¢HOME/bin/otrs.RebuildTicketIndex.pl >> /dev/null

CEEEEREEEENREEEEEESE:S

cron/session - delete old session ids of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

delete every 120 minutes old/idle session ids
5 */2 * * * ¢HOME/bin/otrs.DeleteSessionIDs.pl --expired >> /dev/null

OHFHHHFEHFHH

cron/unlock - unlock old locked ticket of the OTRS
Copyright (C) 2001-2014 OTRS AG, http://otrs.com/

This software comes with ABSOLUTELY NO WARRANTY.

unlock every hour old locked tickets
5 * * * * $HOME/bin/otrs.UnlockTickets.pl --timeout >> /dev/null

WHEHHHFEHFEHH

linux:/opt/otrs/bin#

Script: Crontab file.
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3. Upgrading the OTRS Framework

These instructions are for people upgrading OTRS from version 3.0 to 3.1, and apply both for
RPM and source code (tarball) upgrades.

If you are running a lower version of OTRS you have to follow the upgrade path to 3.0 first
(1.1->1.2->1.3->2.0->2.1->2.2->2.3->2.4->3.0->3.1 ...)!

Please note that if you upgrade from OTRS 2.2 or earlier, you have to take an extra step;
please read http://bugs.otrs.org/show_bug.cgi?id=6798.

Within a single minor version you can skip patch level releases if you want to upgrade. For
instance you can upgrade directly from OTRS 3.1.1 to version 3.1.4. If you need to do such
a "patch level upgrade", you should skip steps 9, 11 and 13-19.

Please note that for upgrades from 3.1.betal or 3.1.beta2, an additional step 21 is needed!
If you are using Microsoft SQL Server as the DBMS for OTRS, please refer to the manual,
chapter "Upgrading Microsoft SQL Server Data Types" for instructions how to upgrade the
data types used by OTRS (http://doc.otrs.org/3.1/en/html/upgrading-mssql-datatypes.html).
1. Stop all relevant services.

e. g. (depends on used services):

shell> /etc/init.d/cron stop
shell> /etc/init.d/postfix stop
shell> /etc/init.d/apache stop

2. Backup everything below $OTRS_HOME (default: OTRS_HOME=/opt/otrs):

* Kernel/Config.pm

Kernel/Config/GenericAgent.pm
» Kernel/Config/Files/ZZZAuto.pm
e var/*
» as well as the database
3. Make sure that you have backed up everything ;-)
4. Setup new system (optional)
If possible, try this install on a separate machine for testing first.
5. Install the new release (tar or RPM).

* With the tarball:

shell> cd /opt
shell> tar -xzf otrs-x.x.x.tar.gz
shell> ln -s otrs-x.x.x otrs
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Restore old configuration files.

* Kernel/Config.pm

* Kernel/Config/GenericAgent.pm

» Kernel/Config/Files/ZZZAuto.pm
» With the RPM:

shell> rpm -Uvh otrs-x.x.x.-01.rpm

In this case the RPM update automatically restores the old configuration files.
. Own themes

Note: The OTRS themes between 3.0 and 3.1 are NOT compatible, so don't use your old
themes!

Themes are located under $OTRS HOME/Kernel/Output/HTML/*/*.dtl  (default:
OTRS_HOME=/opt/otrs).

. Set file permissions.

If the tarball is used, execute:

shell> cd /opt/otrs/
shell> bin/otrs.SetPermissions.pl

with the permissions needed for your system setup.

. Apply the database changes (part 1/2):

shell> cd /opt/otrs/

# MySQL:

shell> cat scripts/DBUpdate-to-3.1.mysql.sql | mysql -p -f -u root otrs
# PostgreSQL 8.2+:

shell> cat scripts/DBUpdate-to-3.1.postgresql.sql | psql otrs

# PostgreSQL, older versions:

shell> cat scripts/DBUpdate-to-3.1.postgresql before 8 2.sql | psql otrs

NOTE: If you use PostgreSQL 8.1 or earlier, you need to activate the new legacy driver for
these older versions. Do this by adding a new line to your Kernel/Config.pm like this:

$Self->{DatabasePostgresqlBefore82} = 1;

Run the migration script (as user 'otrs', NOT as root):

You must execute the migration script to migrate some data from the old database
structure to the new one. Please run:

shell> scripts/DBUpdate-to-3.1.pl
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|
Apply the database changes (part 2/2):

# MySQL:

shell> cat scripts/DBUpdate-to-3.1-post.mysql.sql | mysql -p -f -u root otrs
# PostgreSQL 8.2+:

shell> cat scripts/DBUpdate-to-3.1-post.postgresql.sql | psql otrs

# PostgreSQL, older versions:

shell> cat scripts/DBUpdate-to-3.1-post.postgresql before 8 2.sql | psql otrs

9. Refresh the configuration and delete caches. Please run:

shell> bin/otrs.RebuildConfig.pl
shell> bin/otrs.DeleteCache.pl

10Update your web server configuration
Note: this applies only if you use the Apache web server together with mod_perl2, and
do not use the configuration file directly from the OTRS installation directory (e. g. with a
symlink from the Apache configuration directory).

Please add a new setting to the Apache configuration file for OTRS:

# set mod perl2 option for generic interface

<Location /otrs/nph-genericinterface.pl>
PerlOptions -ParseHeaders

</Location>

Please see the file /opt/otrs/scripts/apache2-httpd.include.conf for an example of where
this new option needs to be added (inside the <IfModule mod_perl.c> block).

In this file, you will also note a new section on caching:

<IfModule mod headers.c>
<Directory "/opt/otrs/var/httpd/htdocs/skins/*/*/css-cache">
<FilesMatch "\.(css|CSS)$">
Header set Cache-Control "max-age=2592000 must-revalidate"
</FilesMatch>
</Directory>

<Directory "/opt/otrs/var/httpd/htdocs/js/js-cache">
<FilesMatch "\.(js|JS)$">
Header set Cache-Control "max-age=2592000 must-revalidate"
</FilesMatch>
</Directory>
</IfModule>

Please activate this in your local installation too, and make sure that mod_headers is
installed and active.

11Restart your services.

e. g. (depends on used services):
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shell> /etc/init.d/cron start
shell> /etc/init.d/postfix start
shell> /etc/init.d/apache start

Now you can log into your system.
12Check installed packages

In the package manager, check if all packages are still marked as correctly installed or if
any require reinstallation or even a package upgrade.

13Check for encoding issues

OTRS 3.1 only allows UTF-8 as internal charset. Non-UTF-8 installations of OTRS must
switch to UTF-8.

14Escalation events

If you want to use the new escalation events in your system, you need to activate
the corresponding GenericAgent job in Kernel/Config/GenericAgent.pm. Please look into
Kernel/Config/GenericAgent.pm.dist for an example of how to do this.

15TicketHistory

The TicketHistory type TicketFreeTextUpdate was renamed to TicketDynamicFieldUpdate.
If you have any custom reporting using this, please adjust it.

16Ticket event handlers

The Event name TicketFreeTextUpdate $Counter was renamed to
TicketDynamicFieldUpdate_$FieldName. If you have any custom event handlers for these
events, please adapt them.

17DynamicField user preferences module

If you had one or more active custom settings for "PreferencesGroups###Freetext", you
need to adapt them to work with the new DynamicFields engine. The PrefKey setting must
be changed to "UserDynamicField_DynamicField", where the part after the _is the name
of the dynamic field. Existing values would need to be renamed in the database as well.

18Custom free field default value event handler

If you used the event handler Ticket::EventModulePost# # #TicketFreeFieldDefault (not
active by default), you'll need to migrate its configuration to the new setting
Ticket::EventModulePost# # #TicketDynamicFieldDefault.

The configuration of this is slightly different; where you had to specify a Counter
indicating the TicketFreeText number previously, now you need to specify the name of the
DynamicField (for migrated fields, this will be DynamicField TicketFreeKey$Counter and
DynamicField TicketFreeText$Counter. You need two separate entries now if you want to
set both the key and the text field.

19ACL changes

If you have any ACLs defined which involve freetext or freetime fields, you need to adjust
these ACL definitions.
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Please have a look at http://doc.otrs.org/3.1/en/html/acl.html. There you can find a list of
all possible ACL settings. In general, you need to add the prefix "DynamicField " to existing
free field definitions, and you can add a new "DynamicField" section to the "Properties" list
for situations when a ticket does not exist yet.

Please also note that since OTRS 3.1.5, it is possible to match either the values of an
existing ticket as it is on the database (new setting "PropertiesDatabase"), in addition to
the existing match against the current values of the form. Details can be found at http://
doc.otrs.org/3.1/en/html/acl.html.

20SMIME file names

This step is ONLY needed if you use SMIME to encrypt/sign your emails. You need to take
this step if you upgrade from 3.0.x OR if you upgrade from 3.1.x before 3.1.6 while using
OpenSSL 1.x to encrypt/sign your emails.

Between OTRS 3.0.x and 3.1.x, the file naming of private secret file names changed and
need to be updated. In addition, OpenSSL 0.9.x and 1.x use different algorithms to calculate
the certificate hash. To update your private secrets and certificate file names, please run
this command:

shell> bin/otrs.RefreshSMIMEKeys.pl

This step must also be taken if you change a running installation from OpenSSL 0.9 to 1.x.
21Database Upgrade During Beta Phase

This step is ONLY needed if you upgrade from 3.1.betal or 3.1.beta2! Please apply the
required database changes as follows:

MySQL:
shell> cat scripts/DBUpdate-3.1.beta.mysql.sql | mysql -p -f -u root otrs

PostgreSQL 8.2+:
shell> cat scripts/DBUpdate-3.1.beta.postgresql.sql | psql otrs

PostgreSQL, older versions:
shell> cat scripts/DBUpdate-3.1.beta.postgresql before 8 2.sql | psql otrs

22Well done!
4. Upgrading Windows Installer

There is currently no in-place upgrade tool available for OTRS installations that were done
with the Windows Installer. The upgrade process basically consists of backing up the database
and the filesystem, uninstalling OTRS, installing the new version, restoring the database and
running the upgrade procedure if needed.

Upgrading is described in FAQ# 4200351, and there is also an informative YouTube video
available.

5. Upgrading Microsoft SQL Server Data Types

Starting OTRS version 3.1, OTRS uses the NVARCHAR data type rather than VARCHAR or
TEXT, to store textual data. This is because the NVARCHAR type has full support for Unicode,
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whereas the old data types store data in UCS-2 format, which is a sub-set of Unicode. Also,
the TEXT data type is deprecated since SQL Server 2005. Due to this, starting with OTRS
version 3.1, the minimal SQL Server version required for operation with OTRS is now Microsoft
SOL Server 2005.

Because dropping and re-creating these indexes is a time-consuming operation, especially on
large databases, please plan enough time for performing the upgrade. We would recommend
that you perform the upgrade on a copy of the database prior to doing the actual conversion
to test the upgrade procedure and to time how much time will be needed on your specific
environment.

Please make sure that, before you start, there is enough space available on the database
server. Make sure the free space on your database server is at least 2.5x the current size
of the database.

Important

This upgrade procedure will upgrade all fields of the mentioned data types to the new
types. This procedure first removes any indexes and constraints in which these fields
are referenced, upgrades the fields, and then adds the indexes and constraints back.
It will do so on all tables found in the SQL Server database that OTRS uses. If you
would have stored non-OTRS tables in the OTRS database, and these tables contain
columns of the data types VARCHAR or TEXT, these will also be updated.

1. Open a Command Line on the OTRS server.

2. Change directory to the OTRS root directory. If you're using the default OTRS installer this
would be C:\Program Files\OTRS\OTRS.

3. Run the following command:

shell> perl scripts/DUpdate-to-3.1.mssql-datatypes.pl

4. This will generate three scripts in the specified directory scripts\database\update. Run
these scripts on the SQL Server database, via SQL Server Management Studio or isql.
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Chapter 4. First steps

This chapter's goal is to give a quick overview of OTRS and the structure of its web interface.
The terms agents, customers and administrators are introduced. We also login as the OTRS
admininstrator and take a closer look at the user preferences available for every account.

1. Agent web interface

The agent web interface allows agents to answer customer requests, create new tickets for
customers or other agents, write tickets about telephone calls with customers, write FAQ
entries, edit customer data, etc.

Supposing your OTRS host is reachable via the URL http://www.example.com , then the OTRS

login screen can be reached by using the address http://www.example.com/otrs/index.pl in
a web browser (see Figure below).

Welcome to OTRS

Figure: Login screen of the agent interface.

2. Customer web interface

Customers have a separate web interface in OTRS, through which they can create new

accounts, change their account settings, create and edit tickets, get an overview on tickets
that they created, etc.

Continuing with the above example, the customer login screen can be reached by using the
URL http://www.example.com/otrs/customer.pl with a web browser (see Figure below).
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Company Support

Login

Not vet registered?

Figure: Login screen of the customer interface.

3. Public web interface

In addition to the web interfaces for agents and customers, OTRS also has a public web
interface that is available through the FAQ-Module. This module needs to be installed

separately. It provides public access to the FAQ system, and lets visitors search through FAQ
entries without any special authorization.

In our example, the public web interface can be reached via either of the URLs below: http://

www.example.com/otrs/faq.pl , http://www.example.com/otrs/public.p!

Eile Edit View History Bookmarks Iools Help

@ M i @ ﬁ ‘\_1 http:Hportal. otrs. defotrs/public. pl? Action=PublicFAQ&.Subaction=Explorer “‘ b] v‘

((otrs))

Explorer: FAQ#
»FAQ

FAQ

default comment

Name / Comment
OTRS Framework

Questions and answers aboutthe OTRS framework
Bugzilla

Reporting Bugs
EileManager Module

Aweb file system manager with download/upload option
Benchmark Module

A simple benchmark application

The Ticket People

subcategories

Article
19

- Download - Docurmentation - Mailinglists

quick search

l—
Search

detail search

latest created article

operation ( OTRS Fra
061 &2007 21:43.48

latest changed article

0|

Figure: Public web interface.
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4. First login

Access the login screen as described in the section Agent web interface . Enter a user name
and a password. Since the system has just been freshly installed and no users have yet been
created, login as OTRS administrator first, using 'root@localhost' for username and 'root' for
password.

Warning

This account data is valid on every newly installed OTRS system. You should change
the password for the OTRS administrator as soon as possible! This can be done via
the preferences screen for the OTRS administrator account.

If you don't want to login as OTRS administrator, just enter the user name and password for
your normal agent account.

In case you have forgotten your password, you can request the system for a new password.
Simply press the link below the Login button, enter the mail address that is registered for
your OTRS account into the input field, and press the Submit button (see Figure).

Weicome to OTRS

Request New Password

Submit

Figure: Request new password.

5. The web interface - an overview

On successfully logging into the system, you are presented with the Dashboard page (see
Figure below). The Dashboard is completely customizable. It shows your locked tickets, allows
direct access through menus to the queue, status and escalation views, and also holds
options for creation of new phone and e-mail tickets. It also presents a quick summary of the
tickets which are pending, escalated, new and open.
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DASHBOARD TICKETS STATISTICS CUSTOMERS ADMIN Q,

Dashboard

Reminder Tickets » Settings

Locked Tickets (0) ! 7 Day Stats
none —

Escalated Tickets
All (0) 1
none
New Tickets
All (1) 1
- Welcome to OTRS! 357d200
Open Tickels / Need Io be answered Upcoming Events

All(0) J none
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Figure: Dashboard of the agent interface.

To improve clarity, the general web interface is separated into different areas. The top row of
each page shows some general information such the current username, the logout button,
icons listing the number of locked tickets with direct access to them, links to create a new
phone/e-mail ticket, etc. There are also icons to go to the queue, status and escalation views.

Below the icons row is the navigation bar. It shows a menu that enables you to navigate to
different areas or modules of the system, lettng you execute some global actions. Clicking
on the Dashboard button takes you to the dashboard which is the default start page after
login. If you click on the Tickets button, you will get a submenu with options to change
the ticket's view, create a new ticket (phone/e-mail) or search for a specific ticket. The
Statistics button presents a menu that allows choosing from an overview of the registered
statistics, creating a new one or importing an existing one. The Customers button leads you
to the Customer Managment screen. By clicking the Admin button, you can access all the
administrator modules, allowing you to create new agents, queues, etc. There is also a Search
button to make ticket searches.

If any associated applications are also installed, e.g. the File Manager or the Web Mailer,
buttons to reach these applications are also displayed.

The red bar below the navigati