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Foreword
About this Book

This is an alpha edition of this book. This version may contain glaring
inconsistencies, missing sections, and other misfeatures indicative of a work in
progress.

About OpenTRS

Many people do not have an idea what a trouble ticket system is and why you may
need one. We will try to give you an idea about it in this document and want to
refere toRFC 1297(http://www.faqs.org/rfcs/rfc1297.html):

RFC 1297

PURPOSES OF A NOC TROUBLE TICKET SYSTEM

A good Network Operations Trouble Ticket System should serve many purposes:

1) SHORT-TERM MEMORY AND COMMUNICATION ("Hospital Chart"). The
primary purpose of the trouble ticket system is to act as short- term memory about
specific problems for the NOC as a whole. In a multi-operator or multi-shift NOC, calls
and problem updates come in without regard to who worked last on a particular
problem. Problems extend over shifts, and problems may be addressed by several
different operators on the same shift. The trouble ticket (like a hospital chart) provides a
complete history of the problem, so that any operator can come up to speed on a
problem and take the next appropriate step without having to consult with other
operators who are working on something else, or have gone home, or are on vacation.
In single-room NOCs, an operator may ask out loud if someone else knows about or is
working on a problem, but the system should allow for more formal communication as
well.

2) SCHEDULING and WORK ASSIGNMENT. NOCs typically work with many
simultaneous problems with different priorities. An on-line trouble ticket system can
provide real time (or even constantly displayed and updated) lists of open problems,
sorted by priority. This would allow operators to sort their work at the beginning of a
shift, and to pick their next task during the shift. It also would allow supervisors and
operators to keep track of the current NOC workload, and to call in and assign
additional staff as appropriate.

It may be useful to allow current priorities of tickets change according to time of day, or
in response to timer alerts.

3) REFERRALS AND DISPATCHING. If the trouble ticket system is thoroughly
enough integrated with a mail system, or if the system is used by Network Engineers as
well as Network Operators, then some problems can be dispatched simply by placing
the appropriate Engineer or Operator name in an "assigned to" field of the trouble ticket.

4) ALARM CLOCK. Typically, most of the time a trouble ticket is open, it is waiting
for something to happen. There should almost always be a timer associated with every
wait. If a ticket is referred to a phone company, there will be an escalation time before
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Foreword

which the phone company is supposed to call back with an update on the problem. For
tickets referred to remote site personnel, there may be other more arbitrary timeouts
such as

"Monday morning". Tickets referred to local engineers or programmers should also
have timeouts ("Check in a couple of days if you don’t hear back from me"). A good
trouble ticket system will allow a timeout to be set for each ticket. This alarm will
generate an alert for that ticket at the appropriate time. Preferably, the system should
allow text to be attached to that timer with a shorthand message about what the alert
involves ("Remind Site: TT xxx") (The full story can always be found by checking the
trouble ticket). These alerts should feed into the NOC’s standard alert system.

The Alarm Clock can also assist (or enforce!) administrative escalation. An escalation
timer could automatically be set based on the type of network, severity of the problem,
and the time the outage occurred.

5) OVERSIGHT BY ENGINEERS AND CUSTOMER/SITE REPRESENTATIVES.
NOCs frequently operate more than one network, or at least have people (engineers,
customer representatives, etc) who are responsible for subsets of the total network. For
these individual representatives, summaries of trouble tickets can be filtered by network
or by node, and delivered electronically to the various engineers or site representatives.
Each of these reports includes a summary of the previous day’s trouble tickets for those
sites, a listing of older trouble tickets still open, and a section listing recurrent
problems. These reports allow the site reps to keep aware the current outages and trends
for their particular sites. The trouble ticket system also allows network access to the the
details of individual trouble tickets, so those receiving the general reports can get more
detail on any of their problems by referencing the trouble ticket number.

6) STATISTICAL ANALYSIS. The fixed-form fields of trouble tickets allow
categorizations of tickets, which are useful for analyzing equipment and NOC
performance. These include, Mean Time Between Failure and Mean Time to Repair
reports for specific equipment. The fields may also be of use for generating statistical
quality control reports, which allow deteriorating equipment to be detected and serviced
before it fails completely. Ticket breakdowns by network a NOC costs to be
apportioned appropriately, and help in developing staffing and funding models. A good
trouble ticket system should make this statistical information in a format suitable for
spreadsheets and graphics programs.

7) FILTERING CURRENT ALERTS. It would be possible to use network status
information from the trouble ticket system to filter the alerts that are displayed on the
alert system. For instance, if node XXX is known to be down because the trouble ticket
is

currently open on it, the alert display for that node could automatically be
acknowledged. Trouble tickets could potentially contain much further information
useful for expert system analysis of current network alert information.

8) ACCOUNTABILITY ("CYA"), FACILITATING CUSTOMER
FOLLOW-THROUGH, AND NOC IMAGE). Keeping user-complaint tickets facilities
the kind of follow through with end-users that generates happy clients (and good NOC
image) for normal trouble-fixing situations. But also, by their nature, NOCs deal with
crises; they occasionally find themselves with major outages, and angry users or
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Foreword

administrators. The trouble ticket system documents the NOC’s (and the rest of the
organization’s) efforts to solve problems in case of complaints.

Of course we added many features to the OpenTRS which are not mentioned in this
RFC. And we will add many features.

Anyhow we are keen on your feedback. Please do not hesitate to send us an e-mail
to <feedback@otrs.org >

Your OpenTRS core team
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Chapter 1. Install - The quick way.

1.1. Installing the rpm
This install way is intended forSuSE Linux(http://www.suse.de/) users. For other
distributions please have a look athttp://www.otrs.org/.

Install the otrs.rpm with YaST (YaST2) or rpm what ever you prefer. Please be
aware of the fact that OpenTRS needs some Perl-Modules which are not installed
by default in a typical SuSE installation. In case you use YaST you will not have
troubles because YaST will tell you what packages have to be installed.

Once you installed the otrs.rpm in your system you have to reload the apache by
rcapache reload to force him to reload the config file.

skywalker:~ # rcapache reload
PERL PHP4 Python Reload httpd done

Of course you have to have started the mysql database allready (please see the
mysql docu for help). After that you have to start otrs with rcotrs start

skywalker:~ # rcotrs start
Starting OpenTRS

Starting mysql ... done.
Checking database connect... (It looks Ok!).
Checking otrs spool dir... done.
Starting httpd ... done.

1.2. installer.pl
The script/webpagehttp://localhost/otrs/installer.plhas to be visited now. It will
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Chapter 1. Install - The quick way.

help you to set up the database. Please doublecheck your database password.

1.3. index.pl
Than fire up your favorate webbrowser and have a look at

2



Chapter 1. Install - The quick way.

http://localhost/otrs/index.pl. index.pl is your central starting point.

In case you have problems to install OpenTRS please have a look into the
trouble-shooting section.

3



Chapter 2. First steps

2.1. Login as root and create a new account
Let’s presume that you have an installed OpenTRS system on your system and of
course you do not want to waste to much time and see quick results.

First you have to start your favorate webbrowser and have a look at
http://localhost/otrs/index.pl

Login as root@localhost who has the password root. Please change this in the
admin part asap (of course it is totaly independent from your normal root account).

You are the root of OpenTRS know. That means you can do everything! You have
the power you are admin of the system. Normaly you don’t want to work as root
and of course you need an account for allagents. So the first thing is to go into the
admin interface.

4



Chapter 2. First steps

The admin interface is the central of your power. You can create and delete users,
groups, queues and all sort of usefull stuff here. Browse around and give it a try. But
for know we want to create a new user.

5



Chapter 2. First steps

2.2. Login with user privilege
After you created the new user we ask you to logout and to login again as this new
user. After login in he/she will see the following screen:

Between the second and third black bar (in this example) the user has access to the
different queues. He/she can browser the queue by simply clicking on the link with
the queue name.

6



Chapter 2. First steps

7



Chapter 3. First Ticket

3.1. How can somebody write e-mails to the
OpenTRS?

The default installation will accept e-mails to the e-mail address
<otrs@localhost >. This is good to start a little playing. Use your favorate e-mail
client and send an e-mail to this address (of course you have to be on this system).
Or you can have a look in the admin section of OpenTRS to add different e-mail
addresses like <info@foo.org >. But please take care that these e-mails will be
delivered to the local otrs account! In case you are not familiar with the
configuration of your sendmail or postfix have a look in the man-pages or send an
e-mail to themailinglist <otrs@otrs.org >.

Config of sendmail in SuSE Linux

Ok, ok, ... we show you a simple example. Lets presume you have a plain SuSE
Linux installation with sendmail as a default Mail Transfer Agent and you want to
set up a OpenTRS e-mail account for the e-mail address <info@example.com >.
All you have to do is to add a line to your /etc/mail/virtusertable file.

# /etc/mail/virtusertable
#
# Description:
#
# A domain-specific form of aliasing, allowing multiple virtual
# domains to be hosted on one machine.
#
# Examples:
#
#info@foo.com foo-info
#info@bar.com bar-info
#joe@bar.com error:nouser No such user here
#jax@bar.com error:D.S.N:unavailable Address invalid
#@baz.org jane@example.net
#

info@example.com otrs
support@example.com otrs

That’s it (we actually added a second e-mail address with the name
<support@example.com >! You have to run SuSEconfig.
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Chapter 3. First Ticket

skywalker:~ # SuSEconfig
Starting SuSEconfig, the SuSE Configuration Tool...
Running in quick mode.
Reading /etc/rc.config and updating the system...
Executing /sbin/conf.d/SuSEconfig.aaa_at_first...
Executing /sbin/conf.d/SuSEconfig.hostname...
Executing /sbin/conf.d/SuSEconfig.inittab...
Executing /sbin/conf.d/SuSEconfig.pam...
Executing /sbin/conf.d/SuSEconfig.sendmail...
Rebuilding /etc/mail/virtusertable.db.
Executing /sbin/conf.d/SuSEconfig.ypclient...
Finished.

Reload sendmail (just to be sure).

skywalker:~ # rcsendmail reload
Reload service sendmail done

Now all incoming e-mails to info@example.com will be delivers to the local user
otrs.

Every e-mail to the user otrs will be handled by the procmail-rule of otrs which
pipes the e-mail to the system. You will find the e-mail in the RAW queue.

9



Chapter 4. Basics about a Trouble
Ticket System

4.1. A simple example for a small Trouble
Ticket System

What is a typical scenario for using OpenTRS?

Example: Bob is a manufactor of VCRs and his customers often have problems to
program the VCRs. So they send Bob an e-mail. Sometimes they send a second
e-mail to show Bob how important their request is. They are wondering if Bob is
alive and how fast he will answer. Bob is using a normal INBOX and reads his
e-mails with pine, mutt or what ever e-mail client. Sometimes his two brothers Tim
and Joe help him to answer the e-mails. They all use the same INBOX. Of course
they have no clue that one customer wrote two e-mails and maybe Tim gives a
different answer to the first e-mail than his brother Joe does for the second. So the
client gets different informations. Of couse Bob has no client-history and no clue
how much support he is offering. For the next VCR he is producing he has no
feedback from his support. That is bad!

But Bob is a smart cookie so he installs OpenTRS. The e-mails of his customers are
not anymore going to his personal INBOX but are routed to the OpenTRS account
(normaly called otrs). The OpenTRS account has some nifty procmail rules which
pipe this e-mails to the system. The system answers the client a standard text which
says that they recieved the e-mail and gives the client a Trouble Ticket Number
(which is very important to trace the ticket). The client is happy because he knows
that his valuable e-mail was recieved by Bob and his team. Anybody from Bob’s
team can open a webbrowser with the URL of the OpenTRS to have a look at the
amount of recieved e-mails and to answer them. In case the customer Mr. Smith
send a question, Bob can answer it. Maybe Mr. Smith does not understand the
question and sends a replay. But Bob is ill. Now even Tim can open this ticket and
has access to the history of the ticket. He can read Bob’s answer and the original
e-mail of Mr. Smith. Tim can answer Mr. Smith and Mr. Smith even does not realize
that he was handled by two different people.

Of course this is just a very rough overview of the benefits of OpenTRS. Probably
Bob recieves some 100 e-mails a day which could be handle even with out a
Trouble Ticket System. But the time you recieve some 100000 or even just some
500 e-mails a day you will be happy to have a system which handles all the e-mails.
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Chapter 4. Basics about a Trouble Ticket System

4.2. What is a trouble ticket in the OpenTRS?
Within the OpenTRS all trouble tickets are handled as normal e-mails. In case you
want to attach something (e.g. a fax) it will be attached as an e-mail attachment. All
tickets are stored on the harddrive in clear text format. The headers are stored in a
database too. The database is used to sort the tickets and to give quick access to
them. For detailed information about this mechanism have a look in the source code.

4.3. What is a ticket queue?
For native english speaking folks this might be a bit funny but for non native
speakers the term QUEUE does not make any sense at all. So we use this section to
describe the idea and concept.

Normaly a e-mail (and as descripted above a trouble ticket is stored as an e-mail) is
stored in an INBOX. An INBOX is a large file and every new e-mail is just cated at
the end of the INBOX. The e-mail client is parsing this file and sorts it as you want
it (typically by date of recieving).

A queue is a mechanism to store many tickets within. As a user you do not know
where the tickets are stored. You just know that a new ticket is e.g. in the RAW
queue. A user (agent) can move a ticket from one queue to an other. Why should
he/she do this? You can use different queues to get more order and a better overview
to your tickets. Let’s assume you recieve 200 e-mails (tickets) a day. And you have
3 teams of specialists. It doesn’t make any sense to ask every specialist to read every
ticket. It is a waste of time. So you have to create a fourth team which dispaches all
the tickets in the INCOMING-QUEUE (or how ever you call this queue). The
dispache instance will have a quick (quick!) look at every ticket and moves it than
to a special queue. The 3 teams of specialists read their special queues only.
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Chapter 5. Dispatching with procmail
Procmail is a very common e-mail filter in the Linux enviroment. It will be probably
installed on your system. If not have a look at theprocmail
homepage(http://www.procmail.org/).

5.1. The X-OTRS-Queue Mail-Header
The X-OTRS-Queue Mail-Header is parsed by OpenTRS and OpenTRS will pipe
these e-mails direct in this queue. Procmail and fromail can be used to create a
powerfull dispatcher tool.

5.2. Examples
The following examples are copied from the procmailex man-page. Feel free to
have a look into it (actually it is quite a good idea). Of course we changed the
wording a bit (to fit it into the queueing idea).

Sort out all mail coming from the scuba-dive mailing list into the scuba queue.

:0
* ^TOscuba
| formail -I "X-OTRS-Queue: scuba"

Forward all mail from peter about compilers into the william queue.

:0
* ^From.*peter
* ^Subject:.*compilers
| formail -I "X-OTRS-Queue: william"

And here a last example.

# --
# Examples for queue presorting.
# --

:0 fhw :
* ^List-Id:.*OpenAntiVirus
| formail -I "X-OTRS-Queue: OpenAntiVirus"

:0 fhw :
* ^Sender:.*example.com

12



Chapter 5. Dispatching with procmail

| formail -I "X-OTRS-Queue: example"

:0 fhw :
* TO:.*BUGTRAQ
| formail -I "X-OTRS-Queue: BUGTRAQ"

Please have a look into the procmailex man-page for more examples.
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Chapter 6. Troubleshooting
We split this section into different parts per distribution. Of course you can set up
your own system with your own linux system. But please understand that we can
not provide any support for that. OpenTRS is much to complecated and has to many
links to other components of the system that we are lucky to have access to
mechanisms like RPM. We will try to support as many platforms as possilbe but
time is a valuable resource. ;-)

6.1. General problems with OpenTRS on
SuSE Linux

The very first step should be a visit to
http://www.suse.de/de/support/download/updates/which is the page where you can
find the latest patches and updates for your SuSE Linux. Please check especialy for
fixes about Apache, MySQL, Perl and of course OpenTRS. YaST2 users should be
able to use the Yast Online Update mechanism. Otherwise download the rpm files
and install them with rpm -Uvh foo.rpm

The second step should be a visit to theOpenTRS Homepage(http://www.otrs.org/).
We will provide the very latest fixes and howtos there.

The third step is writting an e-mail to the developer team of OpenTRS. We will be
more than happy to provide you with any support you need.

6.2. General problems with OpenTRS on other
distributions (e.g. Redhat)

Frankly we have not tried to install it on a Redhat yet. It should be a problem but
there is no ready to use RPM. We are working on it. Same for other distributions.

6.3. Problems with Apache
Most people who have problems with the Apache did build their own very special
Apache. Of course you are welcome to do so but in case you run into trouble we
suggest to your the vanilla version which is provided by your favorate distribution.
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Chapter 6. Troubleshooting

6.4. Problems with MySQL
Please doublecheck all passwords. Mostly people setup the system with a wrong
password. In this case it is the easiest way to re-setup the system. You can call the
setup program by browsing tohttp://localhost/otrs/installer.pl.
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Chapter 7. FAQ

1. What stands OpenTRS for?

Open Trouble-Ticket Request System.

2. This document refers to agents. What is an agent in the context of OpenTRS?

An Agent is a human being who works with the system. User would be an
alternative term.

Geeks: Of course a script could act like an agent. Feel free to do so!

3. Can I use OpenTRS only with SuSE Linux?

No, but we developed it on a SuSE Linux and frankly we did not do much testing on
a Redhat, Debian, ...

But we will provide additional installation informations onhttp://www.otrs.org/.
And we are more that happy to recieve some feedback from you about how you
installed OpenTRS on other platforms.

4. How stable is OpenTRS?

Please be aware of the fact that you are dealing with a beta-version. New versions
are anounced onhttp://www.otrs.org/. But never the less it is quite a stable system
and you shouldn’t run in any trouble. But we can not guarentee it!

5. What hardware do I need?

We suggest an IBM OS/390. *SCNR* ;-)

Some of our test enviroments are Pentium II 300 with 64 MB RAM and they do a
pretty good job. Of course the more RAM and the faster the CPU the better.

6. How does OpenTRS scale?

This is depending on the hardware and the enviroment you are using. At the
moment OpenTRS is a one box system. With little work you can set up a
webserver-cluster and you can split the database to a seperate box. We are planing
to support some sort of clustering mechanism. But this is not the highest priority for
the development.
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7. Can I use my nice Oracle or DB2?

At the moment we only support MySQL as a database. Frankly we do trust in a
MySQL as much as in a DB2 (for this application). Anybody how is willing to send
some time to port it to other databases is more than welcome to the OpenTRS team!

8. Can I install OpenTRS on a Windows box?

Theoraticly yes, but we are not the big windows gurus and haven’t ever tried to set
up a Windows box with an Apache, Perl and MySQL.

9. I did everything the right way, but it does not work. Why?

Do not panic!

We tried our very best to make a simple and smooth installation procedure. But of
course as with any old style open source project we know how to install our
software and sometimes we forget to update our documentation. Please do not
hesitate do send us an e-mail!!!

10.How can I become a part of the OpenTRS developer comunity?

Welcome! Anybody who is willing to help us and has the time is more than
welcome. Please send us an e-mail.

11. I do like the OpenTRS but would feel more comfortable by using a commercial
product.

We can not help you. Sorry.

12.Do you support the RFC 1297?

Yes, OpenTRS supports this RFC.
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Appendix A. Online resources
We try to support you with the very last information about OpenTRS and give you a
good way to provide us with your feedback.

A.1. OpenTRS Homepage
Our homepage can be found athttp://www.otrs.org/.

A.2. Mailinglists
We provide two major mailinglists. <announce@otrs.org > is a low traffic
announcement mailinglist. To subcribe it visithttp://lists.otrs.org/.

The second mailinglist is <otrs@otrs.org >. It is a medium to high traffic list
with all sorts of questions and support to the product. To subcribe it visit
http://lists.otrs.org/.

18
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A.3. Bugtracking
Real geeks don’t need a bugtracking tool! ;-)

Just kidding. To submit bugs visithttp://bugs.otrs.org/. We know sometimes
bugzilla isn’t that comfortable but right know it is the best bug tracking system
we’ve found.

By reporting bugs you do help us very much. We appreciate your help!
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Appendix B. The OpenTRS core team
OpenTRS was created in the third or fourth quater of the year 2001 (nobody
remembers the exact date). The core team consists of Martin Edenhofer and Stefan
Wintermeyer.

B.1. Martin Edenhofer
<martin@otrs.org >

we will insert some information when time comes but go a head and visit his
homepage athttp://martin.edenhofer.de/

B.2. Stefan Wintermeyer
<stefan@otrs.org >

we will insert some information when time comes but go a head and visit his
homepage athttp://www.wintermeyer.de/
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Appendix C. GNU Free
Documentation License

Version 1.1, March 2000

Copyright (C) 2000 Free Software Foundation, Inc. 59 Temple Place, Suite 330,
Boston, MA 02111-1307 USA Everyone is permitted to copy and distribute verbatim
copies of this license document, but changing it is not allowed.

0. PREAMBLE
The purpose of this License is to make a manual, textbook, or other written
document "free" in the sense of freedom: to assure everyone the effective freedom
to copy and redistribute it, with or without modifying it, either commercially or
noncommercially. Secondarily, this License preserves for the author and publisher a
way to get credit for their work, while not being considered responsible for
modifications made by others.

This License is a kind of "copyleft", which means that derivative works of the
document must themselves be free in the same sense. It complements the GNU
General Public License, which is a copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software,
because free software needs free documentation: a free program should come with
manuals providing the same freedoms that the software does. But this License is not
limited to software manuals; it can be used for any textual work, regardless of
subject matter or whether it is published as a printed book. We recommend this
License principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS
This License applies to any manual or other work that contains a notice placed by
the copyright holder saying it can be distributed under the terms of this License.
The "Document", below, refers to any such manual or work. Any member of the
public is a licensee, and is addressed as "you".

A "Modified Version" of the Document means any work containing the Document
or a portion of it, either copied verbatim, or with modifications and/or translated
into another language.
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Appendix C. GNU Free Documentation License

A "Secondary Section" is a named appendix or a front-matter section of the
Document that deals exclusively with the relationship of the publishers or authors of
the Document to the Document’s overall subject (or to related matters) and contains
nothing that could fall directly within that overall subject. (For example, if the
Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal, commercial,
philosophical, ethical or political position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated,
as being those of Invariant Sections, in the notice that says that the Document is
released under this License.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover
Texts or Back-Cover Texts, in the notice that says that the Document is released
under this License.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the general public, whose
contents can be viewed and edited directly and straightforwardly with generic text
editors or (for images composed of pixels) generic paint programs or (for drawings)
some widely available drawing editor, and that is suitable for input to text
formatters or for automatic translation to a variety of formats suitable for input to
text formatters. A copy made in an otherwise Transparent file format whose markup
has been designed to thwart or discourage subsequent modification by readers is not
Transparent. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without
markup, Texinfo input format, LaTeX input format, SGML or XML using a
publicly available DTD, and standard-conforming simple HTML designed for
human modification. Opaque formats include PostScript, PDF, proprietary formats
that can be read and edited only by proprietary word processors, SGML or XML for
which the DTD and/or processing tools are not generally available, and the
machine-generated HTML produced by some word processors for output purposes
only.

The "Title Page" means, for a printed book, the title page itself, plus such following
pages as are needed to hold, legibly, the material this License requires to appear in
the title page. For works in formats which do not have any title page as such, "Title
Page" means the text near the most prominent appearance of the work’s title,
preceding the beginning of the body of the text.

2. VERBATIM COPYING
You may copy and distribute the Document in any medium, either commercially or
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noncommercially, provided that this License, the copyright notices, and the license
notice saying this License applies to the Document are reproduced in all copies, and
that you add no other conditions whatsoever to those of this License. You may not
use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange
for copies. If you distribute a large enough number of copies you must also follow
the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may
publicly display copies.

3. COPYING IN QUANTITY
If you publish printed copies of the Document numbering more than 100, and the
Document’s license notice requires Cover Texts, you must enclose the copies in
covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on
the front cover, and Back-Cover Texts on the back cover. Both covers must also
clearly and legibly identify you as the publisher of these copies. The front cover
must present the full title with all words of the title equally prominent and visible.
You may add other material on the covers in addition. Copying with changes limited
to the covers, as long as they preserve the title of the Document and satisfy these
conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put
the first ones listed (as many as fit reasonably) on the actual cover, and continue the
rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than
100, you must either include a machine-readable Transparent copy along with each
Opaque copy, or state in or with each Opaque copy a publicly-accessible
computer-network location containing a complete Transparent copy of the
Document, free of added material, which the general network-using public has
access to download anonymously at no charge using public-standard network
protocols. If you use the latter option, you must take reasonably prudent steps, when
you begin distribution of Opaque copies in quantity, to ensure that this Transparent
copy will remain thus accessible at the stated location until at least one year after
the last time you distribute an Opaque copy (directly or through your agents or
retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well
before redistributing any large number of copies, to give them a chance to provide
you with an updated version of the Document.
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4. MODIFICATIONS
You may copy and distribute a Modified Version of the Document under the
conditions of sections 2 and 3 above, provided that you release the Modified
Version under precisely this License, with the Modified Version filling the role of
the Document, thus licensing distribution and modification of the Modified Version
to whoever possesses a copy of it. In addition, you must do these things in the
Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the
Document, and from those of previous versions (which should, if there were
any, be listed in the History section of the Document). You may use the same
title as a previous version if the original publisher of that version gives
permission.

B. List on the Title Page, as authors, one or more persons or entities responsible
for authorship of the modifications in the Modified Version, together with at
least five of the principal authors of the Document (all of its principal authors,
if it has less than five).

C. State on the Title page the name of the publisher of the Modified Version, as the
publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the
other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the
public permission to use the Modified Version under the terms of this License,
in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required
Cover Texts given in the Document’s license notice.

H. Include an unaltered copy of this License.

I. Preserve the section entitled "History", and its title, and add to it an item stating
at least the title, year, new authors, and publisher of the Modified Version as
given on the Title Page. If there is no section entitled "History" in the
Document, create one stating the title, year, authors, and publisher of the
Document as given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J.Preserve the network location, if any, given in the Document for public access
to a Transparent copy of the Document, and likewise the network locations
given in the Document for previous versions it was based on. These may be
placed in the "History" section. You may omit a network location for a work
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that was published at least four years before the Document itself, or if the
original publisher of the version it refers to gives permission.

K. In any section entitled "Acknowledgements" or "Dedications", preserve the
section’s title, and preserve in the section all the substance and tone of each of
the contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and
in their titles. Section numbers or the equivalent are not considered part of the
section titles.

M. Delete any section entitled "Endorsements". Such a section may not be
included in the Modified Version.

N. Do not retitle any existing section as "Endorsements" or to conflict in title with
any Invariant Section.

If the Modified Version includes new front-matter sections or appendices that
qualify as Secondary Sections and contain no material copied from the Document,
you may at your option designate some or all of these sections as invariant. To do
this, add their titles to the list of Invariant Sections in the Modified Version’s license
notice. These titles must be distinct from any other section titles.

You may add a section entitled "Endorsements", provided it contains nothing but
endorsements of your Modified Version by various parties--for example, statements
of peer review or that the text has been approved by an organization as the
authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of
up to 25 words as a Back-Cover Text, to the end of the list of Cover Texts in the
Modified Version. Only one passage of Front-Cover Text and one of Back-Cover
Text may be added by (or through arrangements made by) any one entity. If the
Document already includes a cover text for the same cover, previously added by
you or by arrangement made by the same entity you are acting on behalf of, you
may not add another; but you may replace the old one, on explicit permission from
the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give
permission to use their names for publicity for or to assert or imply endorsement of
any Modified Version.

5. COMBINING DOCUMENTS
You may combine the Document with other documents released under this License,
under the terms defined in section 4 above for modified versions, provided that you
include in the combination all of the Invariant Sections of all of the original
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documents, unmodified, and list them all as Invariant Sections of your combined
work in its license notice.

The combined work need only contain one copy of this License, and multiple
identical Invariant Sections may be replaced with a single copy. If there are multiple
Invariant Sections with the same name but different contents, make the title of each
such section unique by adding at the end of it, in parentheses, the name of the
original author or publisher of that section if known, or else a unique number. Make
the same adjustment to the section titles in the list of Invariant Sections in the
license notice of the combined work.

In the combination, you must combine any sections entitled "History" in the various
original documents, forming one section entitled "History"; likewise combine any
sections entitled "Acknowledgements", and any sections entitled "Dedications".
You must delete all sections entitled "Endorsements."

6. COLLECTIONS OF DOCUMENTS
You may make a collection consisting of the Document and other documents
released under this License, and replace the individual copies of this License in the
various documents with a single copy that is included in the collection, provided
that you follow the rules of this License for verbatim copying of each of the
documents in all other respects.

You may extract a single document from such a collection, and distribute it
individually under this License, provided you insert a copy of this License into the
extracted document, and follow this License in all other respects regarding verbatim
copying of that document.

7. AGGREGATION WITH INDEPENDENT
WORKS

A compilation of the Document or its derivatives with other separate and
independent documents or works, in or on a volume of a storage or distribution
medium, does not as a whole count as a Modified Version of the Document,
provided no compilation copyright is claimed for the compilation. Such a
compilation is called an "aggregate", and this License does not apply to the other
self-contained works thus compiled with the Document, on account of their being
thus compiled, if they are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the
Document, then if the Document is less than one quarter of the entire aggregate, the
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Document’s Cover Texts may be placed on covers that surround only the Document
within the aggregate. Otherwise they must appear on covers around the whole
aggregate.

8. TRANSLATION
Translation is considered a kind of modification, so you may distribute translations
of the Document under the terms of section 4. Replacing Invariant Sections with
translations requires special permission from their copyright holders, but you may
include translations of some or all Invariant Sections in addition to the original
versions of these Invariant Sections. You may include a translation of this License
provided that you also include the original English version of this License. In case
of a disagreement between the translation and the original English version of this
License, the original English version will prevail.

9. TERMINATION
You may not copy, modify, sublicense, or distribute the Document except as
expressly provided for under this License. Any other attempt to copy, modify,
sublicense or distribute the Document is void, and will automatically terminate your
rights under this License. However, parties who have received copies, or rights,
from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE
The Free Software Foundation may publish new, revised versions of the GNU Free
Documentation License from time to time. Such new versions will be similar in
spirit to the present version, but may differ in detail to address new problems or
concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the
Document specifies that a particular numbered version of this License "or any later
version" applies to it, you have the option of following the terms and conditions
either of that specified version or of any later version that has been published (not as
a draft) by the Free Software Foundation. If the Document does not specify a
version number of this License, you may choose any version ever published (not as
a draft) by the Free Software Foundation.
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How to use this License for your documents
To use this License in a document you have written, include a copy of the License
in the document and put the following copyright and license notices just after the
title page:

Copyright (c) YEAR YOUR NAME. Permission is granted to copy, distribute and/or
modify this document under the terms of the GNU Free Documentation License,
Version 1.1 or any later version published by the Free Software Foundation; with the
Invariant Sections being LIST THEIR TITLES, with the Front-Cover Texts being LIST,
and with the Back-Cover Texts being LIST. A copy of the license is included in the
section entitled "GNU Free Documentation License".

If you have no Invariant Sections, write "with no Invariant Sections" instead of
saying which ones are invariant. If you have no Front-Cover Texts, write "no
Front-Cover Texts" instead of "Front-Cover Texts being LIST"; likewise for
Back-Cover Texts.

If your document contains nontrivial examples of program code, we recommend
releasing these examples in parallel under your choice of free software license, such
as the GNU General Public License, to permit their use in free software.
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